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CVE CVE-2022-40149
State PUBLIC
Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2022-09-16 10:15:00 UTC
Updated 2023-03-01 16:32:00 UTC
Description Those using Jettison to parse untrusted XML or JSON data may be vulnerable to Denial of Service attacks (DOS). If the pa

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 11.0 All All All
Application Jettison Project Jettison All All All All

References |
Reference Source Link Tags
46538 - oss-fuzz - OSS-Fuzz: Fuzzing the planet - Monorail CONFIRM  bugs.chromium.org

Debian -- Security Information -- DSA-5312-1 libjettison-java DEBIAN

New OSS-Fuzz Findings in Jettison - Issue #45 - jettison-json/jettison - GitHub CONFIRM

[SECURITY] [DLA 3184-1] libjettison-java security update MLIST
CVE Program record CVE.ORG
NVD vulnerability detail NVD

www.debian.org

github.com

lists.debian.org

Www.cve.org canonical

nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181202 Debian Security Update for libjettison-java (DLA 3184-1)


https://cve.report/
https://cve.report/CVE-2022-40149/mitre
https://cve.report/CVE-2022-40149/nist
https://cve.report/CVE-2022-40149/cve_org
https://cve.report/CVE-2022-40149.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/jettison_project
http://cve.report/software/jettison_project/jettison
https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=46538
https://www.debian.org/security/2023/dsa-5312
https://github.com/jettison-json/jettison/issues/45
https://lists.debian.org/debian-lts-announce/2022/11/msg00011.html
https://www.cve.org/CVERecord?id=CVE-2022-40149
https://nvd.nist.gov/vuln/detail/CVE-2022-40149
http://cve.report/qid/181202

181465 Debian Security Update for libjettison-java (DSA 5312-1)

183663 Debian Security Update for libjettison-java (CVE-2022-40149)

199430 Ubuntu Security Notification for Jettison Vulnerabilities (USN-6177-1)

241153 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0554)

241154 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0552)

241155 Red Hat Update for JBoss Enterprise Application Platform 7.4.9 (RHSA-2023:0553)

356772 Amazon Linux Security Advisory for jettison : ALAS2-2023-2363

377909 Oracle PeopleSoft Enterprise PeopleTools Product Multiple Vulnerabilities (CPUJAN2023)

731305 Atlassian Jira Software Data Center and Server Denial of Service (DoS) Vulnerability (JSWSERVER-25795)
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