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Summary

CVE CVE-2022-40227

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-11 11:15:00 UTC

Updated 2022-10-14 17:07:00 UTC

Description A vulnerability has been identified in SIMATIC HMI Comfort Panels (incl. SIPLUS variants) (All versions < V17 Update 4), SIMATIC HMI KTP Mobile Panels (All versions < V17 Update 4), SIMATIC HMI KTP1200 Basic (All versions < V17 Update 5), SIMATIC HMI KTP400 Basic (All versions < V17 Update 5), SIMATIC HMI KTP700 Basic (All versions < V17 Update 5), SIMATIC HMI KTP900 Basic (All versions < V17 Update 5), SIPLUS HMI KTP1200 BASIC (All versions < V17 Update 5), SIPLUS HMI KTP400 BASIC (All versions < V17 Update 5), SIPLUS HMI KTP700 BASIC (All versions < V17 Update 5), SIPLUS HMI KTP900 BASIC (All versions < V17 Update 5). Affected devices do not properly validate input sent to certain services over TCP. This could allow an unauthenticated remote attacker to cause a permanent denial of service condition (requiring a device reboot) by sending specially crafted TCP packets.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Simatic Hmi Comfort Panels - All All All

Operating System Siemens Simatic Hmi Comfort Panels Firmware All All All All

Operating System Siemens Simatic Hmi Comfort Panels Firmware 17.0 - All All

Operating System Siemens Simatic Hmi Comfort Panels Firmware 17.0 update1 All All

Operating System Siemens Simatic Hmi Comfort Panels Firmware 17.0 update2 All All

Operating System Siemens Simatic Hmi Comfort Panels Firmware 17.0 update3 All All

Hardware Siemens Simatic Hmi Ktp1200 Basic - All All All

Operating System Siemens Simatic Hmi Ktp1200 Basic Firmware All All All All

Operating System Siemens Simatic Hmi Ktp1200 Basic Firmware 17.0 - All All

Operating System Siemens Simatic Hmi Ktp1200 Basic Firmware 17.0 udpate1 All All

Operating System Siemens Simatic Hmi Ktp1200 Basic Firmware 17.0 update2 All All

Operating System Siemens Simatic Hmi Ktp1200 Basic Firmware 17.0 update3 All All

Operating System Siemens Simatic Hmi Ktp1200 Basic Firmware 17.0 update4 All All

Hardware Siemens Simatic Hmi Ktp400 Basic - All All All

Operating System Siemens Simatic Hmi Ktp400 Basic Firmware All All All All

Operating System Siemens Simatic Hmi Ktp400 Basic Firmware 17.0 - All All

Operating System Siemens Simatic Hmi Ktp400 Basic Firmware 17.0 udpate1 All All
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Operating System Siemens Simatic Hmi Ktp400 Basic Firmware 17.0 udpate1 All All

Operating System Siemens Simatic Hmi Ktp400 Basic Firmware 17.0 update2 All All

Operating System Siemens Simatic Hmi Ktp400 Basic Firmware 17.0 update3 All All

Operating System Siemens Simatic Hmi Ktp400 Basic Firmware 17.0 update4 All All

Hardware Siemens Simatic Hmi Ktp700 Basic - All All All

Operating System Siemens Simatic Hmi Ktp700 Basic Firmware All All All All

Operating System Siemens Simatic Hmi Ktp700 Basic Firmware 17.0 - All All

Operating System Siemens Simatic Hmi Ktp700 Basic Firmware 17.0 udpate1 All All

Operating System Siemens Simatic Hmi Ktp700 Basic Firmware 17.0 update2 All All

Operating System Siemens Simatic Hmi Ktp700 Basic Firmware 17.0 update3 All All

Operating System Siemens Simatic Hmi Ktp700 Basic Firmware 17.0 update4 All All

Hardware Siemens Simatic Hmi Ktp900 Basic - All All All

Operating System Siemens Simatic Hmi Ktp900 Basic Firmware All All All All

Operating System Siemens Simatic Hmi Ktp900 Basic Firmware 17.0 - All All

Operating System Siemens Simatic Hmi Ktp900 Basic Firmware 17.0 udpate1 All All

Operating System Siemens Simatic Hmi Ktp900 Basic Firmware 17.0 update2 All All

Operating System Siemens Simatic Hmi Ktp900 Basic Firmware 17.0 update3 All All

Operating System Siemens Simatic Hmi Ktp900 Basic Firmware 17.0 update4 All All

Hardware Siemens Simatic Hmi Ktp Mobile Panels - All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware All All All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 17.0 - All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 17.0 udpate1 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 17.0 update2 All All

Operating System Siemens Simatic Hmi Ktp Mobile Panels Firmware 17.0 update3 All All

Hardware Siemens Siplus Hmi Ktp1200 Basic - All All All

Operating System Siemens Siplus Hmi Ktp1200 Basic Firmware All All All All

Operating System Siemens Siplus Hmi Ktp1200 Basic Firmware 17.0 - All All

Operating System Siemens Siplus Hmi Ktp1200 Basic Firmware 17.0 udpate1 All All

Operating System Siemens Siplus Hmi Ktp1200 Basic Firmware 17.0 update2 All All

Operating System Siemens Siplus Hmi Ktp1200 Basic Firmware 17.0 update3 All All

Operating System Siemens Siplus Hmi Ktp1200 Basic Firmware 17.0 update4 All All

Hardware Siemens Siplus Hmi Ktp400 Basic - All All All

Operating System Siemens Siplus Hmi Ktp400 Basic Firmware All All All All

Operating System Siemens Siplus Hmi Ktp400 Basic Firmware 17.0 - All All

Operating System Siemens Siplus Hmi Ktp400 Basic Firmware 17.0 udpate1 All All

Operating System Siemens Siplus Hmi Ktp400 Basic Firmware 17.0 update2 All All
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Operating System Siemens Siplus Hmi Ktp400 Basic Firmware 17.0 update3 All All

Operating System Siemens Siplus Hmi Ktp400 Basic Firmware 17.0 update4 All All

Hardware Siemens Siplus Hmi Ktp700 Basic - All All All

Operating System Siemens Siplus Hmi Ktp700 Basic Firmware All All All All

Operating System Siemens Siplus Hmi Ktp700 Basic Firmware 17.0 - All All

Operating System Siemens Siplus Hmi Ktp700 Basic Firmware 17.0 udpate1 All All

Operating System Siemens Siplus Hmi Ktp700 Basic Firmware 17.0 update2 All All

Operating System Siemens Siplus Hmi Ktp700 Basic Firmware 17.0 update3 All All

Operating System Siemens Siplus Hmi Ktp700 Basic Firmware 17.0 update4 All All

Hardware Siemens Siplus Hmi Ktp900 Basic - All All All

Operating System Siemens Siplus Hmi Ktp900 Basic Firmware All All All All

Operating System Siemens Siplus Hmi Ktp900 Basic Firmware 17.0 - All All

Operating System Siemens Siplus Hmi Ktp900 Basic Firmware 17.0 udpate1 All All

Operating System Siemens Siplus Hmi Ktp900 Basic Firmware 17.0 update2 All All

Operating System Siemens Siplus Hmi Ktp900 Basic Firmware 17.0 update3 All All

Operating System Siemens Siplus Hmi Ktp900 Basic Firmware 17.0 update4 All All

References

Reference Source Link Tags

cert-portal.siemens.com/productcert/pdf/ssa-384224.pdf MISC cert-portal.siemens.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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591370 Siemens SIMATIC HMI Panels Improper Input Validation Vulnerability (ICSA-22-286-14, SSA-384224)
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