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CVE CVE-2022-40308

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-1513:15:00 UTC

Updated 2022-11-17 04:54:00 UTC

Description If anonymous read enabled, it's possible to read the database file directly without logging in.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Archiva All All All All

Reference Source Link

N/A CONFIRM lists.apach
oss-security - CVE-2022-40308: Apache Archiva prior to 2.2.9 may allow the anonymous user to read arbitrary files MLIST www.open'
CVE Program record CVE.ORG www.cve.o
NVD vulnerability detail NVD nvd.nist.go
< e |

Vendor Comments And Credit

Discovery Credit
LEGACY: Thanks to L3yx of Syclover Security Team

There are currently no legacy QID mappings associated with this CVE.
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