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Summary

CVE CVE-2022-40316

State PUBLIC

Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-30 17:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description The H5P activity attempts report did not filter by groups, which in separate groups mode could reveal information to non-editing teachers about attempts/users in groups they should not have access to.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedoraproject Extra Packages For Enterprise Linux 8.0 All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Application Moodle Moodle All All All All

References

Reference Source Link

Moodle.org: MSA-22-0026: No groups filtering in H5P activity attempts report MISC moodle.org

2128151 – (CVE-2022-40316) CVE-2022-40316 moodle: No groups filtering in H5P activity attempts report MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

283130 Fedora Security Update for moodle (FEDORA-2022-50c091d963)

283131 Fedora Security Update for moodle (FEDORA-2022-1c77803b43)
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