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Summary

CVE CVE-2022-40521

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-06 08:15:00 UTC

Updated 2023-06-21 15:58:00 UTC

Description Transient DOS due to improper authorization in Modem

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm 315 5g Iot Modem - All All All

Operating System Qualcomm 315 5g Iot Modem Firmware - All All All

Hardware Qualcomm 8953pro - All All All

Operating System Qualcomm 8953pro Firmware - All All All

Hardware Qualcomm 9205 Lte Modem - All All All

Operating System Qualcomm 9205 Lte Modem Firmware - All All All

Hardware Qualcomm 9206 Lte Modem - All All All

Operating System Qualcomm 9206 Lte Modem Firmware - All All All

Hardware Qualcomm 9207 Lte Modem - All All All

Operating System Qualcomm 9207 Lte Modem Firmware - All All All

Hardware Qualcomm Apq5053-aa - All All All

Operating System Qualcomm Apq5053-aa Firmware - All All All

Hardware Qualcomm Apq8017 - All All All

Operating System Qualcomm Apq8017 Firmware - All All All

Hardware Qualcomm Apq8037 - All All All

Operating System Qualcomm Apq8037 Firmware - All All All

Hardware Qualcomm Apq8053-aa - All All All
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Operating System Qualcomm Apq8053-aa Firmware - All All All

Hardware Qualcomm Apq8053-ac - All All All

Operating System Qualcomm Apq8053-ac Firmware - All All All

Hardware Qualcomm Aqt1000 - All All All

Operating System Qualcomm Aqt1000 Firmware - All All All

Hardware Qualcomm Ar6003 - All All All

Operating System Qualcomm Ar6003 Firmware - All All All

Hardware Qualcomm Ar8035 - All All All

Operating System Qualcomm Ar8035 Firmware - All All All

Hardware Qualcomm C-v2x 9150 - All All All

Operating System Qualcomm C-v2x 9150 Firmware - All All All

Hardware Qualcomm Csra6620 - All All All

Operating System Qualcomm Csra6620 Firmware - All All All

Hardware Qualcomm Csra6640 - All All All

Operating System Qualcomm Csra6640 Firmware - All All All

Hardware Qualcomm Csrb31024 - All All All

Operating System Qualcomm Csrb31024 Firmware - All All All

Hardware Qualcomm Mdm8207 - All All All

Operating System Qualcomm Mdm8207 Firmware - All All All

Hardware Qualcomm Mdm8215 - All All All

Hardware Qualcomm Mdm8215m - All All All

Operating System Qualcomm Mdm8215m Firmware - All All All

Operating System Qualcomm Mdm8215 Firmware - All All All

Hardware Qualcomm Mdm8615m - All All All

Operating System Qualcomm Mdm8615m Firmware - All All All

Hardware Qualcomm Mdm9215 - All All All

Operating System Qualcomm Mdm9215 Firmware - All All All

Hardware Qualcomm Mdm9230 - All All All

Operating System Qualcomm Mdm9230 Firmware - All All All

Hardware Qualcomm Mdm9250 - All All All

Operating System Qualcomm Mdm9250 Firmware - All All All

Hardware Qualcomm Mdm9310 - All All All

Operating System Qualcomm Mdm9310 Firmware - All All All

Hardware Qualcomm Mdm9330 - All All All

Operating System Qualcomm Mdm9330 Firmware - All All All

Hardware Qualcomm Mdm9615 - All All All
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Hardware Qualcomm Mdm9615 - All All All

Hardware Qualcomm Mdm9615m - All All All

Operating System Qualcomm Mdm9615m Firmware - All All All

Operating System Qualcomm Mdm9615 Firmware - All All All

Hardware Qualcomm Mdm9628 - All All All

Operating System Qualcomm Mdm9628 Firmware - All All All

Hardware Qualcomm Mdm9630 - All All All

Operating System Qualcomm Mdm9630 Firmware - All All All

Hardware Qualcomm Mdm9640 - All All All

Operating System Qualcomm Mdm9640 Firmware - All All All

Hardware Qualcomm Mdm9650 - All All All

Operating System Qualcomm Mdm9650 Firmware - All All All

Hardware Qualcomm Msm8108 - All All All

Operating System Qualcomm Msm8108 Firmware - All All All

Hardware Qualcomm Msm8209 - All All All

Operating System Qualcomm Msm8209 Firmware - All All All

Hardware Qualcomm Msm8608 - All All All

Operating System Qualcomm Msm8608 Firmware - All All All

Hardware Qualcomm Msm8905 - All All All

Operating System Qualcomm Msm8905 Firmware - All All All

Hardware Qualcomm Msm8909w - All All All

Operating System Qualcomm Msm8909w Firmware - All All All

Hardware Qualcomm Msm8996au - All All All

Operating System Qualcomm Msm8996au Firmware - All All All

Hardware Qualcomm Qca4004 - All All All

Operating System Qualcomm Qca4004 Firmware - All All All

Hardware Qualcomm Qca6174 - All All All

Hardware Qualcomm Qca6174a - All All All

Operating System Qualcomm Qca6174a Firmware - All All All

Operating System Qualcomm Qca6174 Firmware - All All All

Hardware Qualcomm Qca6310 - All All All

Operating System Qualcomm Qca6310 Firmware - All All All

Hardware Qualcomm Qca6320 - All All All

Operating System Qualcomm Qca6320 Firmware - All All All

Hardware Qualcomm Qca6335 - All All All

Operating System Qualcomm Qca6335 Firmware - All All All
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Hardware Qualcomm Qca6390 - All All All

Operating System Qualcomm Qca6390 Firmware - All All All

Hardware Qualcomm Qca6391 - All All All

Operating System Qualcomm Qca6391 Firmware - All All All

Hardware Qualcomm Qca6420 - All All All

Operating System Qualcomm Qca6420 Firmware - All All All

Hardware Qualcomm Qca6421 - All All All

Operating System Qualcomm Qca6421 Firmware - All All All

Hardware Qualcomm Qca6426 - All All All

Operating System Qualcomm Qca6426 Firmware - All All All

Hardware Qualcomm Qca6430 - All All All

Operating System Qualcomm Qca6430 Firmware - All All All

Hardware Qualcomm Qca6431 - All All All

Operating System Qualcomm Qca6431 Firmware - All All All

Hardware Qualcomm Qca6436 - All All All

Operating System Qualcomm Qca6436 Firmware - All All All

Hardware Qualcomm Qca6564a - All All All

Hardware Qualcomm Qca6564au - All All All

Operating System Qualcomm Qca6564au Firmware - All All All

Operating System Qualcomm Qca6564a Firmware - All All All

Hardware Qualcomm Qca6574 - All All All

Hardware Qualcomm Qca6574a - All All All

Hardware Qualcomm Qca6574au - All All All

Operating System Qualcomm Qca6574au Firmware - All All All

Operating System Qualcomm Qca6574a Firmware - All All All

Operating System Qualcomm Qca6574 Firmware - All All All

Hardware Qualcomm Qca6584 - All All All

Hardware Qualcomm Qca6584au - All All All

Operating System Qualcomm Qca6584au Firmware - All All All

Operating System Qualcomm Qca6584 Firmware - All All All

Hardware Qualcomm Qca6595au - All All All

Operating System Qualcomm Qca6595au Firmware - All All All

Hardware Qualcomm Qca6696 - All All All

Operating System Qualcomm Qca6696 Firmware - All All All

Hardware Qualcomm Qca6698aq - All All All
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Operating System Qualcomm Qca6698aq Firmware - All All All

Hardware Qualcomm Qca8081 - All All All

Operating System Qualcomm Qca8081 Firmware - All All All

Hardware Qualcomm Qca8337 - All All All

Operating System Qualcomm Qca8337 Firmware - All All All

Hardware Qualcomm Qca9367 - All All All

Operating System Qualcomm Qca9367 Firmware - All All All

Hardware Qualcomm Qca9377 - All All All

Operating System Qualcomm Qca9377 Firmware - All All All

Hardware Qualcomm Qcm2290 - All All All

Operating System Qualcomm Qcm2290 Firmware - All All All

Hardware Qualcomm Qcm4290 - All All All

Operating System Qualcomm Qcm4290 Firmware - All All All

Hardware Qualcomm Qcm4325 - All All All

Operating System Qualcomm Qcm4325 Firmware - All All All

Hardware Qualcomm Qcm4490 - All All All

Operating System Qualcomm Qcm4490 Firmware - All All All

Hardware Qualcomm Qcm6125 - All All All

Operating System Qualcomm Qcm6125 Firmware - All All All

Hardware Qualcomm Qcm6490 - All All All

Operating System Qualcomm Qcm6490 Firmware - All All All

Hardware Qualcomm Qcn6024 - All All All

Operating System Qualcomm Qcn6024 Firmware - All All All

Hardware Qualcomm Qcn9024 - All All All

Operating System Qualcomm Qcn9024 Firmware - All All All

Hardware Qualcomm Qcs2290 - All All All

Operating System Qualcomm Qcs2290 Firmware - All All All

Hardware Qualcomm Qcs410 - All All All

Operating System Qualcomm Qcs410 Firmware - All All All

Hardware Qualcomm Qcs4290 - All All All

Operating System Qualcomm Qcs4290 Firmware - All All All

Hardware Qualcomm Qcs4490 - All All All

Operating System Qualcomm Qcs4490 Firmware - All All All

Hardware Qualcomm Qcs610 - All All All

Operating System Qualcomm Qcs610 Firmware - All All All

Hardware Qualcomm Qcs6125 - All All All
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Hardware Qualcomm Qcs6125 - All All All

Operating System Qualcomm Qcs6125 Firmware - All All All

Hardware Qualcomm Qcs6490 - All All All

Operating System Qualcomm Qcs6490 Firmware - All All All

Hardware Qualcomm Qcs8550 - All All All

Operating System Qualcomm Qcs8550 Firmware - All All All

Hardware Qualcomm Qm215 - All All All

Operating System Qualcomm Qm215 Firmware - All All All

Hardware Qualcomm Qrb5165 - All All All

Operating System Qualcomm Qrb5165 Firmware - All All All

Hardware Qualcomm Qts110 - All All All

Operating System Qualcomm Qts110 Firmware - All All All

Hardware Qualcomm Qualcomm 205 Mobile Platform - All All All

Operating System Qualcomm Qualcomm 205 Mobile Platform Firmware - All All All

Hardware Qualcomm Sc7180-ac - All All All

Operating System Qualcomm Sc7180-ac Firmware - All All All

Hardware Qualcomm Sc7180-ad - All All All

Operating System Qualcomm Sc7180-ad Firmware - All All All

Hardware Qualcomm Sc8180x-aa - All All All

Operating System Qualcomm Sc8180x-aa Firmware - All All All

Hardware Qualcomm Sc8180x-ab - All All All

Operating System Qualcomm Sc8180x-ab Firmware - All All All

Hardware Qualcomm Sc8180x-ac - All All All

Operating System Qualcomm Sc8180x-ac Firmware - All All All

Hardware Qualcomm Sc8180x-ad - All All All
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