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cssaomvrcLrrnumsuctsan Gertain versions of Nis-elements Viewer from Nikon contain the

) following vulnerability:

ﬂﬁ?“{h This vulnerability allows remote attackers to execute arbitrary code on

“&Qg%%”” ™ affected installations of NIKON NIS-Elements Viewer 1.2100.1483.0.
S User interaction is required to exploit this vulnerability in that the target

" must visit a malicious page or open a malicious file. The specific flaw
exists within the parsing of BMP images. The issue results from the

lack of proper validation of the length of user-supplied data prior to copying it to a heap-based

buffer. An attacker can leverage this vulnerability to execute code in the context of the current

process. Was ZDI-CAN-15134.

CVE-2022-40661 has been assigned by /@ zdi-disclosures@trendmicro.com to track the vulnerability - currently rated as m
severity.

Affected Vendor/Software: /8 NIKON - NIS-Elements Viewer version 1.2100.1483.0

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
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ZDI-22-1217 | Zero Day Initiative @ MISC www.zerodayinitiative.com/advisories/ZDI-22-1217/
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Nikon Nis-elements Viewer 1.2100.1483.0 All All All

cpe:2.3:a:nikon:nis-elements_viewer:1.2100.1483.0:*:*: " *:*:

Discovery Credit

Mat Powell of Trend Micro Zero Day Initiative

Social Mentions

Source Title Posted (UTC)
[ZDI-22-1217|CVE-2022-40661] (ODay) NIKON NIS-Elements Viewer BMP File Parsing Heap-based = 2022-09-14
@TheZDIBugs Buffer Overflow Remote Co... twitter.com/i/web/status/1... 18:55:11

@CVEreport CVE-2022-40661 : This vulnerability allows remote attackers to execute arbitrary code on affected 2022-09-15

installations of... twitter.com/i/web/status/1... 15:38:37
/r/netcve CVE-2022-40661 2022-09-15
©
16:39:03
«— Previous ID Next ID—

© CVE.report 2023 pq [\] |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


mailto:%20comment@cve.report
http://cve.report/vendor/nikon
http://cve.report/software/nikon/nis-elements_viewer
https://twitter.com/i/web/status/1570124017536843776
https://twitter.com/i/web/status/1570436934723420162
https://www.reddit.com/r/netcve/comments/xf1f81/cve202240661/
https://cve.report/CVE-2022-40660
https://cve.report/CVE-2022-40662
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2022-40661
	CVSS3 Score: 7.8 - HIGH
	CVE References
	Known Affected Configurations (CPE V2.3)
	Discovery Credit
	Social Mentions



