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Summary

CVE CVE-2022-40664

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-12 07:15:00 UTC

Updated 2023-02-02 18:48:00 UTC

Description Apache Shiro before 1.10.0, Authentication Bypass Vulnerability in Shiro when forwarding or including via RequestDispatcher.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Shiro All All All All

References

Reference

oss-security - Re: CVE-2022-40664: Apache Shiro: Authentication Bypass Vulnerability in Shiro when forwarding or including via RequestDispatcher

oss-security - CVE-2022-40664: Apache Shiro: Authentication Bypass Vulnerability in Shiro when forwarding or including via RequestDispatcher

N/A

CVE-2022-40664 Apache Shiro Vulnerability in NetApp Products | NetApp Product Security

oss-security - Re: CVE-2022-40664: Apache Shiro: Authentication Bypass Vulnerability in Shiro when forwarding or including via RequestDispatcher

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Shiro would like to thank Y4tacker for reporting this issue

There are currently no legacy QID mappings associated with this CVE.
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https://security.netapp.com/advisory/ntap-20221118-0005/
http://www.openwall.com/lists/oss-security/2022/10/13/1
https://www.cve.org/CVERecord?id=CVE-2022-40664
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There are currently no legacy QID mappings associated with this CVE.
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