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An issue discovered in Python Charmers Future 0.18.2 and earlier allows remote attackers to cause a denial of service via

| 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition Language

Pythoncharmers Python-future All All All All

References

Reference Source Link Tags
future - PyPI MISC pypi.org

Backport fix for bpo-38804 by wshanks - Pull Request #610 - PythonCharmers/python-future - GitHub ~ MISC github.com

PyUp Discovers ReDoS Vulnerabilities in Top Python Packages MISC pyup.io
python-future/cookiejar.py at master - PythonCharmers/python-future - GitHub MISC github.com

bpo-38804: Fix REDoS in http.cookiejar by bcaller - Pull Request #17157 - python/cpython - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov  canonica

/

|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199139 Ubuntu Security Notification for python-future Vulnerability (USN-5833-1)

241911 Red Hat Update for Satellite 6.13.3 (RHSA-2023:4466)


https://cve.report/
https://cve.report/CVE-2022-40899/mitre
https://cve.report/CVE-2022-40899/nist
https://cve.report/CVE-2022-40899/cve_org
https://cve.report/CVE-2022-40899.pdf
http://cve.report/vendor/pythoncharmers
http://cve.report/software/pythoncharmers/python-future
https://pypi.org/project/future/
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242347 Red Hat Update for Satellite 6.14 (RHSA-2023:6818)

355208 Amazon Linux Security Advisory for future : ALAS2023-2023-173

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

379345 Splunk Enterprise Third Party Package Updates for January 2024 (SVD-2024-0109)
753498 SUSE Enterprise Linux Security Update for python3 (SUSE-SU-2023:0076-1)
753500 SUSE Enterprise Linux Security Update for python-future (SUSE-SU-2023:0079-1)
753535 SUSE Enterprise Linux Security Update for python-future (SUSE-SU-2023:0080-1)
753748 SUSE Enterprise Linux Security Update for python3 (SUSE-SU-2023:0663-1)

961065 Rocky Linux Security Update for Satellite (RLSA-2023:6818)
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