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CVE CVE-2022-40966
State PUBLIC
Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-07 10:15:00 UTC

Updated 2022-12-13 17:13:00 UTC

Description Authentication bypass vulnerability in multiple Buffalo network devices allows a network-adjacent attacker to bypass authen
4] i

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Buffalo Bhr-4grv - All All All
Operating System Buffalo Bhr-4grv Firmware All All All All
Hardware Buffalo Dwr-hp-g300nh - All All All
Operating System Buffalo Dwr-hp-g300nh Firmware All All All All
Hardware Buffalo Dwr-pg - All All All
Operating System Buffalo Dwr-pg Firmware All All All All
Hardware Buffalo Fs-600dhp - All All All
Operating System Buffalo Fs-600dhp Firmware All All All All
Hardware Buffalo Fs-g300n - All All All
Operating System Buffalo Fs-g300n Firmware All All All All
Hardware Buffalo Fs-hp-g300n - All All All
Operating System Buffalo Fs-hp-g300n Firmware All All All All
Hardware Buffalo Fs-r600dhp - All All All
Operating System Buffalo Fs-r600dhp Firmware All All All All
Hardware Buffalo Hw-450hp-zwe - All All All
Operating System Buffalo Hw-450hp-zwe Firmware All All All All
Hardware Buffalo Wocr-300 - All All All
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Operating System Buffalo Wzr-ampg144nh Firmware All All All All
Hardware Buffalo Wzr-ampg300nh - All All All
Operating System Buffalo Wzr-ampg300nh Firmware All All All All
Hardware Buffalo Wzr-d1100h - All All All
Operating System Buffalo Wzr-d1100h Firmware All All All All
Hardware Buffalo Wzr-g144n - All All All
Hardware Buffalo Wzr-g144nh - All All All
Operating System Buffalo Wzr-g144nh Firmware All All All All
Operating System Buffalo Wzr-g144n Firmware All All All All
Hardware Buffalo Wzr-hp-ag300h - All All All
Operating System Buffalo Wzr-hp-ag300h Firmware All All All All
Hardware Buffalo Wzr-hp-g300nh - All All All
Operating System Buffalo Wzr-hp-g300nh Firmware All All All All
Hardware Buffalo Wzr-hp-g301nh - All All All
Operating System Buffalo Wzr-hp-g301nh Firmware All All All All
Hardware Buffalo Wzr-hp-g302h - All All All
Operating System Buffalo Wzr-hp-g302h Firmware All All All All
Hardware Buffalo Wzr-hp-g450h - All All All
Operating System Buffalo Wzr-hp-g450h Firmware All All All All
Hardware Buffalo Wzr-s1750dhp - All All All
Operating System Buffalo Wzr-s1750dhp Firmware All All All All
Hardware Buffalo Wzr-s600dhp - All All All
Operating System Buffalo Wzr-s600dhp Firmware All All All All
Hardware Buffalo Wzr-s900dhp - All All All
Operating System Buffalo Wzr-s900dhp Firmware All All All All
Hardware Buffalo Wzr2-g300n - All All All
Operating System Buffalo Wzr2-g300n Firmware All All All All
Reference Source Link Tags
JVNVU#92805279: Multiple vulnerabilities in Buffalo network devices MISC jvn.jp
www.buffalo.jp/news/detail/20221003-01.html MISC www.buffalo.jp

CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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