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Information exposure through microarchitectural state after transient execution in certain vector execution units for some Int
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Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 11.0 All All All
Debian Debian Linux 12.0 All All All
Intel Celeron 5205u - All All All
Intel Celeron 5205u Firmware - All All All
Intel Celeron 5305u - All All All
Intel Celeron 5305u Firmware - All All All
Intel Celeron G4900 - All All All
Intel Celeron G4900t - All All All
Intel Celeron G4900t Firmware - All All All
Intel Celeron G4900 Firmware - All All All
Intel Celeron G4920 - All All All
Intel Celeron G4920 Firmware - All All All
Intel Celeron G5900 - All All All
Intel Celeron G5900t - All All All
Intel Celeron G5900t Firmware - All All All
Intel Celeron G5900 Firmware - All All All
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References

Source

Reference

INTEL-SA-00828

Downfall

1

CVE Program record

NVD vulnerability detail

XSA-435 - Xen Security Advisories

[SECURITY] [DLA 3525-1] linux-5.10 security update

CVE-2022-40982 - Gather Data Sampling - Downfall

[SECURITY] [DLA 3537-1] intel-microcode security update
Debian -- Security Information -- DSA-5475-1 linux

Gather Data Sampling vulnerability (GDS) - CVE-2022-40982 - Red Hat Customer Portal

Debian -- Security Information -- DSA-5474-1 intel-microcode

[SECURITY] Fedora 37 Update: xen-4.16.5-1.fc37 - package-announce - Fedora Mailing-Lists

CVE-2022-40982 Intel Processor Vulnerability in NetApp Products | NetApp Product Security

[SECURITY] Fedora 38 Update: xen-4.17.2-1.fc38 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 37 Update: microcode_ctl-2.1-53.2.fc37 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 38 Update: microcode_ctl-2.1-55.1.fc38 - package-announce - Fedora Mailing-Lists
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MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

Link

lists.debian.org
lists.fedoraproject.org
xenbits.xen.org
security.netapp.com
lists.fedoraproject.org
aws.amazon.com
lists.fedoraproject.org
lists.fedoraproject.org
lists.debian.org
www.debian.org
access.redhat.com
www.intel.com
downfall.page
www.debian.org
Www.cve.org

nvd.nist.gov
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http://cve.report/software/netapp/all_flash_fabric-attached_storage_c800
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http://cve.report/vendor/redhat
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http://cve.report/vendor/xen
http://cve.report/software/xen/xen
https://lists.debian.org/debian-lts-announce/2023/08/msg00013.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/HKKYIK2EASDNUV4I7EFJKNBVO3KCKGRR/
https://xenbits.xen.org/xsa/advisory-435.html
https://security.netapp.com/advisory/ntap-20230811-0001/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/T7WO5JM74YJSYAE5RBV4DC6A4YLEKWLF/
https://aws.amazon.com/security/security-bulletins/AWS-2023-007/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/HKREYYTWUY7ZDNIB2N6H5BUJ3LE5VZPE/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/OL7WI2TJCWSZIQP2RIOLWHOKLM25M44J/
https://lists.debian.org/debian-lts-announce/2023/08/msg00026.html
https://www.debian.org/security/2023/dsa-5475
https://access.redhat.com/solutions/7027704
http://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00828.html
https://downfall.page
https://www.debian.org/security/2023/dsa-5474
https://www.cve.org/CVERecord?id=CVE-2022-40982
https://nvd.nist.gov/vuln/detail/CVE-2022-40982

NO vendor comments have been submitted tor this CVE.

Legacy QID Mappings

160868 Oracle Enterprise Linux Security Update for microcode_ctl (ELSA-2023-12722)
160869 Oracle Enterprise Linux Security Update for microcode_ctl (ELSA-2023-12723)
160870 Oracle Enterprise Linux Security Update for microcode_ctl (ELSA-2023-12724)
161066 Oracle Enterprise Linux Security Update for kernel (ELSA-2023-6583)

161147 Oracle Enterprise Linux Security Update for kernel (ELSA-2023-7077)

161194 Oracle Enterprise Linux Security Update for kernel (ELSA-2023-7423)

199653 Ubuntu Security Notification for Intel Microcode Vulnerabilities (USN-6286-1)
199765 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6388-1)
199783 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6396-1)
199784 Ubuntu Security Notification for Linux kernel (BlueField) Vulnerabilities (USN-6397-1)
199812 Ubuntu Security Notification for Linux kernel (KVM) Vulnerabilities (USN-6396-2)
199834 Ubuntu Security Notification for Linux kernel (Azure) Vulnerabilities (USN-6396-3)
242399 Red Hat Update for kernel security (RHSA-2023:6583)

242434 Red Hat Update for kernel-rt security (RHSA-2023:6901)

242451 Red Hat Update for kernel security (RHSA-2023:7077)

242482 Red Hat Update for kernel-rt (RHSA-2023:7379)

242498 Red Hat Update for kernel-rt (RHSA-2023:7424)

242501 Red Hat Update for kernel (RHSA-2023:7423)

242521 Red Hat Update for kernel security (RHSA-2023:7539)

242612 Red Hat Update for kernel security (RHSA-2023:7370)

242830 Red Hat Update for kernel-rt (RHSA-2024:0563)

242831 Red Hat Update for kernel (RHSA-2024:0562)

242855 Red Hat Update for kernel (RHSA-2024:0412)

243050 Red Hat Update for kernel (RHSA-2024:1250)

243055 Red Hat Update for kernel (RHSA-2024:1268)

243058 Red Hat Update for kernel-rt (RHSA-2024:1269)
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http://cve.report/qid/199653
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http://cve.report/qid/199784
http://cve.report/qid/199812
http://cve.report/qid/199834
http://cve.report/qid/242399
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http://cve.report/qid/242482
http://cve.report/qid/242498
http://cve.report/qid/242501
http://cve.report/qid/242521
http://cve.report/qid/242612
http://cve.report/qid/242830
http://cve.report/qid/242831
http://cve.report/qid/242855
http://cve.report/qid/243050
http://cve.report/qid/243055
http://cve.report/qid/243058
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257270 Centos Security Update for kernel

257295 CentOS Security Update for kernel (CESA-2023:7423)

284406 Fedora Security Update for microcode_ctl (FEDORA-2023-e1482687dd)

284407 Fedora Security Update for xen (FEDORA-2023-fff31650c8)

284416 Fedora Security Update for microcode_ctl (FEDORA-2023-10d34be85a)

355785 Amazon Linux Security Advisory for microcode_ctl : ALAS2-2023-2195

355800 Amazon Linux Security Advisory for microcode_ctl : ALAS2023-2023-287

503093 Alpine Linux Security Update for intel-ucode

503094 Alpine Linux Security Update for xen

503149 Alpine Linux Security Update for xen

505970 Alpine Linux Security Update for xen

6000033 Debian Security Update for intel-microcode (DLA 3537-1)

6000100 Debian Security Update for linux (DLA 3524-1)

6000120 Debian Security Update for linux-5.10 (DLA 3525-1)

6000179 Debian Security Update for intel-microcode (DSA 5474-1)

6000202 Debian Security Update for linux (DSA 5475-1)

6140153 AWS Bottlerocket Security Update for microcode (GHSA-fgjc-g65p-2j86)

673563 EulerOS Security Update for kernel (EulerOS-SA-2024-1144)

673595 EulerOS Security Update for kernel (EulerOS-SA-2023-3247)

673644 EulerOS Security Update for kernel (EulerOS-SA-2023-3336)

673692 EulerOS Security Update for kernel (EulerOS-SA-2023-3275)

673848 EulerOS Security Update for kernel (EulerOS-SA-2023-3217)

754275 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3309-1)

754281 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:3349-1)

754288 SUSE Enterprise Linux Security Update for ucode-intel (SUSE-SU-2023:3359-1)

754997 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:3895-1)

754998 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:3894-1)

755000 SUSE Enterprise Linux Security Update for xen (SUSE-SU-2023:3902-1)
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941453 AlmaLinux Security Update for kernel (ALSA-2023:7077)
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