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assamvnneLrrumsucan  Gertain versions of Windows 10 from Microsoft contain the foIIowing

' vulnerability:
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Microsoft ODBC Driver Remote Code Execution Vulnerability
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AV

CVE-2022-41047 has been assigned by g¥ secure@microsoft.com to track the vulnerability - currently rated as [[FIIEf) severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User

Vector Complexity Required Interaction

Low [NONE

Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |

CVE References

Description Tags Link

Security Update Guide - Microsoft Security () MISC msrc.microsoft.com/update-guide/vulnerability/ CVE-

Response Center 2022-41047

Security Update Guide - Microsoft Security MISC portal.msrc.microsoft.com/en-US/security-

Response Center guidance/advisory/CVE-2022-41047

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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91956 Microsoft Windows Security Update for November 2022
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Known Affected Configurations (CPE V2.3)
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dkkakkakakak.

cpe:2.3:0:microsoft:windows_10:21h1:*:"* ™

dkukakkakakak.

cpe:2.3:0:microsoft:windows_10:21h2:*:*:*:*:*:*:*:

a_ek kKK Lk,

cpe:2.3:0:microsoft:windows_11:-:*:*:*:*:*: arme4:*:

dkkak ok akakuk.

cpe:2.3:0:microsoft:windows_11:22h2:*:*:*:*:*:*:*:

KKk KLk k.

cpe:2.3:0:microsoft:windows_7:-:sp1:*:* "

e_akakak kKKK,

cpe:2.3:0:microsoft:windows_8.1:-:** " "%

e_akukukokLkuk ok,

cpe:2.3:0:microsoft:windows_rt_8.1:-** "

e_akakuk kKKK,

cpe:2.3:0:microsoft:windows_server_2022:-:*:*:*:*:**:*:

KRk,

cpe:2.3:0:microsoft:windows_server_2022:-:*:*:*:azure:*:*:*:
No vendor comments have been submitted for this CVE
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