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Summary

CVE CVE-2022-4109

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-02 22:15:00 UTC

Updated 2023-11-07 03:56:00 UTC

Description The Wholesale Market for WooCommerce WordPress plugin before 2.0.0 does not validate user input against path traversal attacks, allowing high privilege users such as admin to download arbitrary logs from the server even when they should not be able to (for example in multisite)

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cedcommerce Wholesale Market For Woocommerce All All All All

References

Reference Source Link

Wholesale Market for WooCommerce < 2.0.0 - Admin+ Arbitrary Log Download WordPress Security Vulnerability MISC wpscan.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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