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Summary

CVE CVE-2022-4121

State PUBLIC

Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-17 18:15:00 UTC

Updated 2023-01-23 19:32:00 UTC

Description In libetpan a null pointer dereference in mailimap_mailbox_data_status_free in low-level/imap/mailimap_types.c was found that could lead to a remote denial of service or other potential consequences.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libetpan Project Libetpan - All All All

References

Reference Source Link Tags

Null Pointer Dereference STATUS Response · Issue #420 · dinhvh/libetpan · GitHub MISC github.com

Fixed crash when st_info_list is NULL. Fixes #420. Fixes CVE-2022-4121. · dinhvh/libetpan@5c9eb6b · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181459 Debian Security Update for libetpan (DLA 3261-1)

183272 Debian Security Update for libetpan (CVE-2022-4121)

283369 Fedora Security Update for libetpan (FEDORA-2022-df2f4923ea)

283370 Fedora Security Update for libetpan (FEDORA-2022-de3e565494)
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https://github.com/dinhvh/libetpan/issues/420
https://github.com/dinhvh/libetpan/commit/5c9eb6b6ba64c4eb927d7a902317410181aacbba
https://www.cve.org/CVERecord?id=CVE-2022-4121
https://nvd.nist.gov/vuln/detail/CVE-2022-4121
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