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Summary

CVE CVE-2022-4122

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-08 16:15:00 UTC

Updated 2022-12-12 15:48:00 UTC

Description A vulnerability was found in buildah. Incorrect following of symlinks while reading .containerignore and .dockerignore results in information disclosure.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All

Application Podman Project Podman 4.3.0 - All All

References

Reference

remote,build: ignore if `.containerignore` or `.dockerignore` is a symlink outside of buildContext by flouthoc · Pull Request #16315 · containers/podman · GitHub

2144983 – (CVE-2022-4122) CVE-2022-4122 podman: Symlink error leads to information disclosure

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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