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essauvincirrLunsuciisad  Gertain versions of Collaboration from Zimbra contain the foIIowing
’ vulnerability:

An issue was discovered in Zimbra Collaboration (ZCS) 8.8.x and 9.x
(e.g., 8.8.15). The Sudo configuration permits the zimbra user to
execute the NGINX binary as root with arbitrary parameters. As part of
its intended functionality, NGINX can load a user-defined configuration
file, which includes plugins in the form of .so files, which also execute

as root.

CVE-2022-41347 has been assigned by [JJ] cve@mitre.org to track the vulnerability - currently rated as I severity.

CVSS3 Score: 7.8-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ HIGH [ HIGH |
CVE References

Description Tags Link

Zimbra “nginx” Local Root Exploit — Darren Martyn (2) MISC darrenmartyn.ie/2021/10/25/zimbra-nginx-local-root-

exploit/

GitHub - darrenmartyn/zimbra-hinginx: zimbra nginx Ipe ) MISC github.com/darrenmartyn/zimbra-hinginx

exploit

Zimbra Security Advisories - Zimbra :: Tech Center 4 MISC wiki.zimbra.com/wiki/Zimbra_Security_Advisories

Security Center - Zimbra :: Tech Center 74 MISC wiki.zimbra.com/wiki/Security_Center

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

watild he of intarest ta vair No inferances shaiild he drawn an aceonnt of ather <ites heina referenced ar nat fram this nane There mav he nther wehsites that


https://cve.report/
https://cve.report/CVE-2022-41347/mitre
https://cve.report/CVE-2022-41347/nist
https://cve.report/CVE-2022-41347/cve_org
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Zimbra Collaboration 8.8.15 - All All
Application Zimbra Collaboration 9.0.0 - All All

cpe:2.3:a:zimbra:collaboration:8.8.15:-:":*:*:*:*:*:

cpe:2.3:a:zimbra:collaboration:9.0.0:-:*:*:*:*:*::

No vendor comments have been submitted for this CVE
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