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Summary

CVE CVE-2022-41409

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-18 14:15:00 UTC

Updated 2023-07-27 03:46:00 UTC

Description Integer overflow vulnerability in pcre2test before 10.41 allows attackers to cause a denial of service or other unspecified impacts via negative input.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pcre Pcre2 All All All All

References

Reference Source Link

Diagnose negative repeat value in pcre2test subject line · PCRE2Project/pcre2@94e1c00 · GitHub MISC github.com

[Bug report] Endless looping in pcre2test (v10.41, commit id:3a1ad4 ) · Issue #141 · PCRE2Project/pcre2 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

20400 Oracle Database 19c Critical Patch Update - January 2024

20401 Oracle Database 21c Critical Patch Update - January 2024

355804 Amazon Linux Security Advisory for pcre2 : ALAS2023-2023-286

357077 Amazon Linux Security Advisory for pcre2 : ALAS2-2024-2449
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CVE.report and Source URL Uptime Status status.cve.report

379588 Gitlab Multiple Vulnerabilities (prior to gitlab- 16.6.1, 16.5.3, 16.4.3)

503084 Alpine Linux Security Update for pcre2

503085 Alpine Linux Security Update for pcre2

673458 EulerOS Security Update for pcre2 (EulerOS-SA-2024-1158)

673654 EulerOS Security Update for pcre2 (EulerOS-SA-2023-2903)

673763 EulerOS Security Update for pcre2 (EulerOS-SA-2023-2794)

673792 EulerOS Security Update for pcre2 (EulerOS-SA-2023-2884)

673820 EulerOS Security Update for pcre2 (EulerOS-SA-2023-2848)

673983 EulerOS Security Update for pcre2 (EulerOS-SA-2023-2818)

673990 EulerOS Security Update for pcre2 (EulerOS-SA-2023-2865)

754276 SUSE Enterprise Linux Security Update for pcre2 (SUSE-SU-2023:3328-1)

907210 Common Base Linux Mariner (CBL-Mariner) Security Update for pcre2 (27500-1)
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