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Summary

CVE CVE-2022-41678

State RESERVED

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-28 16:15:00 UTC

Updated 2023-12-04 19:08:00 UTC

Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publicized, the details for this candidate will be provided.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq All All All All

References

Reference Source

oss-security - CVE-2022-41678: Apache ActiveMQ: Deserialization vulnerability on Jolokia that allows authenticated users to perform RCE

activemq.apache.org/security-advisories.data/CVE-2022-41678-announcement.txt

lists.apache.org/thread/7g17kwbtjl011mm4tr8bn1vnoq9wh4sl

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

379167 Apache ActiveMQ Authenticated Remote Code Execution (RCE) Vulnerability (7g17kwbtjl011mm4tr8bn1vnoq9wh4sl)

379516 IBM Sterling Secure Proxy Multiple Vulnerabilities (7142038)

996102 Java (Maven) Security Update for org.apache.activemq:apache-activemq (GHSA-53v4-42fg-g287)
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