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CVE CVE-2022-41685
State PUBLISHED
Assigner Patchstack

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-18 23:15:26 UTC
Updated 2026-04-28 19:18:49 UTC
Description Multiple Cross-Site Request Forgery (CSRF) vulnerabilities in Viszt Péter's Integration for Szamlazz.hu & WooCommerce p

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-352 | CWE-352 CWE-352 Cross-Site Request Forgery (CSRF)

Version Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
3.1 audit@patchstack.com Secondary 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
3.1 CNA CVSS 5.4 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:L
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https://cve.report/
https://cve.report/CVE-2022-41685/mitre
https://cve.report/CVE-2022-41685/nist
https://cve.report/CVE-2022-41685/cve_org
https://cve.report/api/cve/CVE-2022-41685.json
https://cve.report/CVE-2022-41685.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application  Visztpeter  Integration For Szamlazz.hu Woocommerce All All All All
Application  Visztpeter =~ Package Points And Shipping Labels For Woocommerce All All All All

Source Vendor Product Version Platforms
CNA Viszt Pter Integration For Szamlazz.hu WooCommerce WordPress Plugin affected <= 5.6.3.2 5.6.3.2 custom  Not speci

CNA Viszt Pter Csomagpontok S Szlltsi Cmkk WooCommerce-hez WordPress Plugin  affected <= 1.9.0.2 1.9.0.2 custom  Not specit
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References

Reference

WordPress Csomagpontok és szallitasi cimkék WooCommerce hez plugin <= 1.9.0.2 - Multiple Cross-Site Request Forgery (CSRF) vulnerabi
Integration for Szamlazz.hu & WooCommerce — WordPress plugin | WordPress.org

WordPress Integration for Szamlazz.hu & WooCommerce plugin <= 5.6.3.2 - Multiple Cross-Site Request Forgery (CSRF) vulnerabilities - Pat
Hungarian Pickup Points for WooCommerce — WordPress plugin | WordPress.org

CVE Program record

NVD vulnerability detail

/]

Vendor Comments And Credit

Discovery Credit

CNA: Vulnerability discovered by Lana Codes (Patchstack Alliance) (en)

Additional Advisory Data

Solutions

CNA: Update Integration for Szamlazz.hu & WooCommerce plugin to 5.6.3.3 or higher
version.

CNA: Undate Csomaapontok és szallitasi cimkék WooCommerce hez pluain to 1.9.0.3 or


http://cve.report/vendor/visztpeter
http://cve.report/software/visztpeter/integration_for_szamlazz.hu__woocommerce
http://cve.report/vendor/visztpeter
http://cve.report/software/visztpeter/package_points_and_shipping_labels_for_woocommerce
http://cve.report/vendor/Viszt_Pter
http://cve.report/software/Viszt_Pter/Integration_for_Szamlazz.hu__WooCommerce_WordPress_plugin
http://cve.report/vendor/Viszt_Pter
http://cve.report/software/Viszt_Pter/Csomagpontok_s_szlltsi_cmkk_WooCommerce-hez_WordPress_plugin
https://patchstack.com/database/vulnerability/hungarian-pickup-points-for-woocommerce/wordpress-csomagpontok-es-szallitasi-cimkek-woocommerce-hez-plugin-1-9-0-2-multiple-cross-site-request-forgery-csrf-vulnerabilities?_s_id=cve
https://wordpress.org/plugins/integration-for-szamlazzhu-woocommerce/#developers
https://patchstack.com/database/vulnerability/integration-for-szamlazzhu-woocommerce/wordpress-integration-for-szamlazz-hu-woocommerce-plugin-5-6-3-2-multiple-cross-site-request-forgery-csrf-vulnerabilities?_s_id=cve
https://wordpress.org/plugins/hungarian-pickup-points-for-woocommerce/#developers
https://www.cve.org/CVERecord?id=CVE-2022-41685
https://nvd.nist.gov/vuln/detail/CVE-2022-41685
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There are currently no legacy QID mappings associated with this CVE.
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