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Summary

CVE CVE-2022-41716

State PUBLIC

Assigner security@golang.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-02 16:15:00 UTC

Updated 2023-11-07 03:52:00 UTC

Description Due to unsanitized NUL values, attackers may be able to maliciously set environment variables on Windows. In syscall.StartProcess and os/exec.Cmd, invalid environment variable values containing NUL values are not properly checked for. A malicious environment variable value can exploit this behavior to set a value for a different environment variable. For example, the environment variable string "A=B\x00C=D" sets the variables "A=B" and "C=D".

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Golang Go All All All All

Operating System Microsoft Windows - All All All

References

Reference Source Link Tags

go.dev/cl/446916 MISC go.dev

[security] Go 1.19.3 and Go 1.18.8 are released MISC groups.google.com

syscall, os/exec: unsanitized NUL in environment variables · Issue #56284 · golang/go · GitHub MISC go.dev

GO-2022-1095 - Go Packages MISC pkg.go.dev

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160322 Oracle Enterprise Linux Security Update for ol8addon (ELSA-2022-24267)

160499 Oracle Enterprise Linux Security Update for ol8addon (ELSA-2023-18908)
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160499 Oracle Enterprise Linux Security Update for ol8addon (ELSA-2023-18908)

183909 Debian Security Update for golang-1.19 (CVE-2022-41716)

354133 Amazon Linux Security Advisory for golang : ALAS2-2022-1887

354318 Amazon Linux Security Advisory for golist : ALAS2022-2022-240

354512 Amazon Linux Security Advisory for golang : ALAS2022-2022-239

354547 Amazon Linux Security Advisory for golang : ALAS-2022-239

354562 Amazon Linux Security Advisory for golist : ALAS-2022-240

354647 Amazon Linux Security Advisory for golist : ALAS2-2023-1913

355111 Amazon Linux Security Advisory for golist : ALAS2023-2023-046

355212 Amazon Linux Security Advisory for golang : ALAS2023-2023-048

378599 Splunk Enterprise Third Party Package Updates for June (SVD-2023-0613)

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

672476 EulerOS Security Update for golang (EulerOS-SA-2023-1035)

672519 EulerOS Security Update for golang (EulerOS-SA-2023-1010)

672528 EulerOS Security Update for golang (EulerOS-SA-2023-1100)

672533 EulerOS Security Update for golang (EulerOS-SA-2023-1124)

672621 EulerOS Security Update for golang (EulerOS-SA-2023-1385)

672650 EulerOS Security Update for golang (EulerOS-SA-2023-1357)

672761 EulerOS Security Update for golang (EulerOS-SA-2023-1505)

690973 Free Berkeley Software Distribution (FreeBSD) Security Update for go (26b1100a-5a27-11ed-abfe-29ac76ec31b5)

752815 SUSE Enterprise Linux Security Update for go1.18 (SUSE-SU-2022:4055-1)

752914 SUSE Enterprise Linux Security Update for go1.19 (SUSE-SU-2022:4054-1)

754047 SUSE Enterprise Linux Security Update for go1.18-openssl (SUSE-SU-2023:2312-1)
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