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Summary

CVE CVE-2022-41742

State PUBLIC

Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-19 22:15:00 UTC

Updated 2023-11-07 03:52:00 UTC

Description NGINX Open Source before versions 1.23.2 and 1.22.1, NGINX Open Source Subscription before versions R2 P1 and R1 P1, and NGINX Plus before versions R27 P1 and R26 P1 have a vulnerability in the module ngx_http_mp4_module that might allow a local attacker to cause a worker process crash, or might result in worker process memory disclosure by using a specially crafted audio or video file. The issue affects only NGINX products that are built with the module ngx_http_mp4_module, when the mp4 directive is used in the configuration file. Further, the attack is possible only if an attacker can trigger processing of a specially crafted audio or video file with the module ngx_http_mp4_module.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Application F5 Nginx 1.23.0 All All All

Application F5 Nginx 1.23.1 All All All

Application F5 Nginx r1 All All All

Application F5 Nginx r2 All All All

Application F5 Nginx All All All All

Application F5 Nginx All All All All

Application F5 Nginx Ingress Controller All All All All

Application F5 Nginx Ingress Controller All All All All

Operating System Fedoraproject Fedora 35 All All All

Operating System Fedoraproject Fedora 36 All All All

Operating System Fedoraproject Fedora 37 All All All
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[SECURITY] [DLA 3203-1] nginx security update MLIST lists.debian.org
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support.f5.com/csp/article/K28112382 MISC support.f5.com

[SECURITY] Fedora 35 Update: nginx-1.22.1-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: nginx-1.22.1-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 36 Update: nginx-1.22.1-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 37 Update: nginx-1.22.1-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

October 2022 NGINX Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

[SECURITY] Fedora 37 Update: nginx-1.22.1-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Debian -- Security Information -- DSA-5281-1 nginx DEBIAN www.debian.org Third Party Advisory

[SECURITY] Fedora 36 Update: nginx-1.22.1-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181217 Debian Security Update for nginx (DSA 5281-1)

181243 Debian Security Update for nginx (DLA 3203-1)

182713 Debian Security Update for nginx (CVE-2022-41742)

199025 Ubuntu Security Notification for nginx Vulnerabilities (USN-5722-1)

283249 Fedora Security Update for nginx (FEDORA-2022-97de53f202)

283250 Fedora Security Update for nginx (FEDORA-2022-b0f5bc2175)

283464 Fedora Security Update for nginx (FEDORA-2022-12721789aa)

354691 Amazon Linux Security Advisory for nginx : ALAS-2023-1665

354692 Amazon Linux Security Advisory for nginx : ALAS2022-2023-270

355156 Amazon Linux Security Advisory for nginx : ALAS2023-2023-099

355259 Amazon Linux Security Advisory for nginx : ALAS2023-2023-090

356293 Amazon Linux Security Advisory for nginx : ALASNGINX1-2023-001

356498 Amazon Linux Security Advisory for nginx : ALAS2NGINX1-2023-001

377658 F5 BIG-IP Nginx ngx_http_mp4_module vulnerability cve-2022-41742 (K28112382)

377673 F5 BIG-IP Nginx ngx_http_mp4_module vulnerability cve-2022-41742 (K28112382)

502556 Alpine Linux Security Update for nginx

504191 Alpine Linux Security Update for nginx
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504191 Alpine Linux Security Update for nginx

672580 EulerOS Security Update for nginx (EulerOS-SA-2023-1330)

690964 Free Berkeley Software Distribution (FreeBSD) Security Update for nginx (676d4f16-4fb3-11ed-a374-8c164567ca3c)

753597 SUSE Enterprise Linux Security Update for nginx (SUSE-SU-2023:0205-1)

753605 SUSE Enterprise Linux Security Update for nginx (SUSE-SU-2023:0212-1)

753606 SUSE Enterprise Linux Security Update for nginx (SUSE-SU-2023:0210-1)

753646 SUSE Enterprise Linux Security Update for nginx (SUSE-SU-2023:0293-1)

904345 Common Base Linux Mariner (CBL-Mariner) Security Update for nginx (11336)

904348 Common Base Linux Mariner (CBL-Mariner) Security Update for nginx (11321)

904377 Common Base Linux Mariner (CBL-Mariner) Security Update for nginx (11336-1)

904391 Common Base Linux Mariner (CBL-Mariner) Security Update for nginx (11321-1)
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