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Summary

CVE CVE-2022-41830

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-05 04:15:00 UTC

Updated 2022-12-06 15:59:00 UTC

Description Stored cross-site scripting vulnerability in Kyocera Document Solutions MFPs and printers allows a remote authenticated attacker with an administrative privilege to inject arbitrary script. Affected products/versions are as follows: TASKalfa 7550ci/6550ci, TASKalfa 5550ci/4550ci/3550ci/3050ci, TASKalfa 255c/205c, TASKalfa 256ci/206ci, ECOSYS M6526cdn/M6526cidn, FS-C2126MFP/C2126MFP+/C2026MFP/C2026MFP+, TASKalfa 8000i/6500i, TASKalfa 5500i/4500i/3500i, TASKalfa 305/255, TASKalfa 306i/256i, LS-3140MFP/3140MFP+/3640MFP, ECOSYS M2535dn, LS-1135MFP/1035MFP, LS-C8650DN/C8600DN, ECOSYS P6026cdn, FS-C5250DN, LS-4300DN/4200DN/2100DN, ECOSYS P4040dn, ECOSYS P2135dn, and FS-1370DN.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Kyocera Ecosys M2535dn - All All All

Operating System Kyocera Ecosys M2535dn Firmware - All All All

Hardware Kyocera Ecosys M6526cdn - All All All

Operating System Kyocera Ecosys M6526cdn Firmware - All All All

Hardware Kyocera Ecosys M6526cidn - All All All

Operating System Kyocera Ecosys M6526cidn Firmware - All All All

Hardware Kyocera Ecosys P2135dn - All All All

Operating System Kyocera Ecosys P2135dn Firmware - All All All

Hardware Kyocera Ecosys P4040dn - All All All

Operating System Kyocera Ecosys P4040dn Firmware - All All All

Hardware Kyocera Ecosys P6026cdn - All All All

Operating System Kyocera Ecosys P6026cdn Firmware - All All All

Hardware Kyocera Fs-1370dn - All All All

Operating System Kyocera Fs-1370dn Firmware - All All All

Hardware Kyocera Fs-c2026mfp - All All All

Operating System Kyocera Fs-c2026mfp Firmware - All All All

Hardware Kyocera Fs-c2126mfp - All All All

https://cve.report/
https://cve.report/CVE-2022-41830/mitre
https://cve.report/CVE-2022-41830/nist
https://cve.report/CVE-2022-41830/cve_org
https://cve.report/CVE-2022-41830.pdf
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_m2535dn
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_m2535dn_firmware
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_m6526cdn
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_m6526cdn_firmware
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_m6526cidn
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_m6526cidn_firmware
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_p2135dn
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_p2135dn_firmware
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_p4040dn
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_p4040dn_firmware
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_p6026cdn
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/ecosys_p6026cdn_firmware
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/fs-1370dn
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/fs-1370dn_firmware
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/fs-c2026mfp
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/fs-c2026mfp_firmware
http://cve.report/vendor/kyocera
http://cve.report/software/kyocera/fs-c2126mfp


Hardware Kyocera Fs-c2126mfp - All All All

Hardware Kyocera Fs-c2126mfp - All All All

Operating System Kyocera Fs-c2126mfp Firmware - All All All

Operating System Kyocera Fs-c2126mfp Firmware - All All All

Hardware Kyocera Fs-c5250dn - All All All

Operating System Kyocera Fs-c5250dn Firmware - All All All

Hardware Kyocera Ls-1035mfp - All All All

Operating System Kyocera Ls-1035mfp Firmware - All All All

Hardware Kyocera Ls-1135mfp - All All All

Operating System Kyocera Ls-1135mfp Firmware - All All All

Hardware Kyocera Ls-2100dn - All All All

Operating System Kyocera Ls-2100dn Firmware - All All All

Hardware Kyocera Ls-3140mfp - All All All

Hardware Kyocera Ls-3140mfp - All All All

Operating System Kyocera Ls-3140mfp Firmware - All All All

Operating System Kyocera Ls-3140mfp Firmware - All All All

Hardware Kyocera Ls-3640mfp - All All All

Operating System Kyocera Ls-3640mfp Firmware - All All All

Hardware Kyocera Ls-4200dn - All All All

Operating System Kyocera Ls-4200dn Firmware - All All All

Hardware Kyocera Ls-4300dn - All All All

Operating System Kyocera Ls-4300dn Firmware - All All All

Hardware Kyocera Ls-c8600dn - All All All

Operating System Kyocera Ls-c8600dn Firmware - All All All

Hardware Kyocera Ls-c8650dn - All All All

Operating System Kyocera Ls-c8650dn Firmware - All All All

Hardware Kyocera Taskalfa 205c - All All All

Operating System Kyocera Taskalfa 205c Firmware - All All All

Hardware Kyocera Taskalfa 206ci - All All All

Operating System Kyocera Taskalfa 206ci Firmware - All All All

Hardware Kyocera Taskalfa 255 - All All All

Hardware Kyocera Taskalfa 255c - All All All

Operating System Kyocera Taskalfa 255c Firmware - All All All

Operating System Kyocera Taskalfa 255 Firmware - All All All

Hardware Kyocera Taskalfa 256ci - All All All

Operating System Kyocera Taskalfa 256ci Firmware - All All All
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Hardware Kyocera Taskalfa 256i - All All All

Operating System Kyocera Taskalfa 256i Firmware - All All All

Hardware Kyocera Taskalfa 305 - All All All

Hardware Kyocera Taskalfa 3050ci - All All All

Operating System Kyocera Taskalfa 3050ci Firmware - All All All

Operating System Kyocera Taskalfa 305 Firmware - All All All

Hardware Kyocera Taskalfa 306i - All All All

Operating System Kyocera Taskalfa 306i Firmware - All All All

Hardware Kyocera Taskalfa 3500i - All All All

Operating System Kyocera Taskalfa 3500i Firmware - All All All

Hardware Kyocera Taskalfa 3550ci - All All All

Operating System Kyocera Taskalfa 3550ci Firmware - All All All

Hardware Kyocera Taskalfa 4500i - All All All

Operating System Kyocera Taskalfa 4500i Firmware - All All All

Hardware Kyocera Taskalfa 4550ci - All All All

Operating System Kyocera Taskalfa 4550ci Firmware - All All All

Hardware Kyocera Taskalfa 5500i - All All All

Operating System Kyocera Taskalfa 5500i Firmware - All All All

Hardware Kyocera Taskalfa 5550ci - All All All

Operating System Kyocera Taskalfa 5550ci Firmware - All All All

Hardware Kyocera Taskalfa 6500i - All All All

Operating System Kyocera Taskalfa 6500i Firmware - All All All

Hardware Kyocera Taskalfa 6550ci - All All All

Operating System Kyocera Taskalfa 6550ci Firmware - All All All

Hardware Kyocera Taskalfa 7550ci - All All All

Operating System Kyocera Taskalfa 7550ci Firmware - All All All

Hardware Kyocera Taskalfa 8000i - All All All

Operating System Kyocera Taskalfa 8000i Firmware - All All All
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Reference Source Link

Security vulnerabilities in our products | KYOCERA Document Solutions MISC www.kyoceradocumentsolutions.com

www.kyoceradocumentsolutions.co.jp/support/information/info_20221101.html MISC www.kyoceradocumentsolutions.co.jp

JVN#46345126: Multiple vulnerabilities in the web interfaces of Kyocera Document Solutions MFPs and printers MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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