CVE-2022-41882

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2022-41882
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-11 19:15:00 UTC

Updated 2022-11-16 16:40:00 UTC

Description The Nextcloud Desktop Client is a tool to synchronize files from Nextcloud Server with your computer. In version 3.6.0, if a |
) I i

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Nextcloud Desktop 3.6.0 - All All
Reference

Release Release 3.6.1 - nextcloud/desktop - GitHub

Require token for local editing by nickvergessen - Pull Request #34559 - nextcloud/server - GitHub

Bugfix/check token for edit locally requests by mgallien - Pull Request #5039 - nextcloud/desktop - GitHub

Desktop client can be tricked into opening/executing local files when clicking a nc://open/ link - Advisory - nextcloud/security-advisories - GitHu
CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

183116 Debian Security Update for nextcloud-desktop (CVE-2022-41882)

502892 Alpine Linux Security Update for nextcloud-client
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503200 Alpine Linux Security Update for nextcloud-client

506126 Alpine Linux Security Update for nextcloud-client
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