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Summary

CVE CVE-2022-41915

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-13 07:15:00 UTC

Updated 2023-03-01 15:09:00 UTC

Description Netty project is an event-driven asynchronous network application framework. Starting in version 4.1.83.Final and prior to 4.1.86.Final, when calling `DefaultHttpHeadesr.set` with an _iterator_ of values, header value validation was not performed, allowing malicious header values in the iterator to perform HTTP Response Splitting. This issue has been patched in version 4.1.86.Final. Integrators can work around the issue by changing the `DefaultHttpHeaders.set(CharSequence, Iterator<?>)` call, into a `remove()` call, and call `add()` in a loop over the iterator of values.

Risk And Classification

Problem Types: CWE-113 | CWE-436

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Application Netty Netty All All All All

Application Netty Netty 4.1.86 All All All

References

Reference Source Link

HTTP Response splitting from assigning header value iterator · Advisory · netty/netty · GitHub MISC github.com

[SECURITY] [DLA 3268-1] netty security update MLIST lists.debian.org

Merge pull request from GHSA-hh82-3pmq-7frp · netty/netty@fe18adf · GitHub MISC github.com

Debian -- Security Information -- DSA-5316-1 netty DEBIAN www.debian.org

CVE CVE-2022-41915: Incorrect range. Releases < 4.1.83.Final not affected · Issue #13084 · netty/netty · GitHub MISC github.com

Reject HTTP/2 header values with invalid characters by chrisvest · Pull Request #12760 · netty/netty · GitHub MISC github.com

December 2022 Apache Netty Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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