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Certain versions of Xwiki from Xwiki contain the following vulnerability:

XWiki Platform is vulnerable to Cross-Site Request Forgery (CSRF)
that may allow attackers to delete or rename tags without needing any
confirmation. The problem has been patched in XWiki 13.10.7, 14.4.1
and 14.5RC1. Workarounds: It's possible to patch existing instances
directly by editing the page Main.Tags and add this kind of check, in
the code for renaming and for deleting: ``` #if

(!$services.csrf.isTokenValid($request.get('form_token'))) #set ($discard =
$response.sendError(401, "Wrong CSRF token")) #end ```

CVSS3 Score: 7.4 - HIGH
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CHANGED NONE HIGH NONE

CVE References

Description Tags Link

XWIKI-19748: Wrong error code in tags · xwiki/xwiki-
platform@7fd4cda · GitHub

github.com

text/html

 MISC github.com/xwiki/xwiki-
platform/commit/7fd4cda0590180c4d34f557597e9e10e263def9e

Cross-Site Request Forgery (CSRF) allowing to delete or
rename tags · Advisory · xwiki/xwiki-platform · GitHub

github.com

text/html

 CONFIRM github.com/xwiki/xwiki-
platform/security/advisories/GHSA-mq7h-5574-hw9f

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

CVE-2022-41927 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  xwiki - xwiki-platform version >= 3.2-milestone-2, < 13.10.7

Affected Vendor/Software:  xwiki - xwiki-platform version >= 14.0.0, < 14.4.1
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki 14.4 All All All

Application Xwiki Xwiki 3.2 milestone2 All All

Application Xwiki Xwiki 3.2 milestone3 All All

No vendor comments have been submitted for this CVE
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