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Summary

CVE CVE-2022-41958

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-25 18:15:00 UTC

Updated 2022-11-30 20:16:00 UTC

Description super-xray is a web vulnerability scanning tool. Versions prior to 0.7 assumed trusted input for the program config which is stored in a yaml file. An attacker with local access to the file could exploit this and compromise the program. This issue has been addressed in commit `4d0d5966` and will be included in future releases. Users are advised to upgrade. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Super Xray Project Super Xray All All All All

References

Reference Source Link Tags

yaml rce · 4ra1n/super-xray@4d0d596 · GitHub MISC github.com

Deserialization Vulnerability by evil yaml config input (SnakeYAML) · Advisory · 4ra1n/super-xray · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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