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Summary

CVE CVE-2022-41960

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-16 00:15:00 UTC

Updated 2022-12-20 19:07:00 UTC

Description BigBlueButton is an open source web conferencing system. Versions prior to 2.4.3, are subject to Insufficient Verification of Data Authenticity, resulting in Denial of Service. An attacker can make a Meteor call to `validateAuthToken` using a victim's userId, meetingId, and an invalid authToken. This forces the victim to leave the conference, because the resulting verification failure is also observed and handled by the victim's client. The attacker must be a participant in any meeting on the server. This issue is patched in version 2.4.3. There are no workarounds.

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bigbluebutton Bigbluebutton All All All All

References

Reference Source Link Tags

DoS via failed authToken validation · Advisory · bigbluebutton/bigbluebutton · GitHub MISC github.com

Release BigBlueButton 2.4.3 · bigbluebutton/bigbluebutton · GitHub MISC github.com

Release BigBlueButton 2.5-alpha-1 · bigbluebutton/bigbluebutton · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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