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CVE CVE-2022-42046

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-20 23:15:00 UTC

Updated 2022-12-29 19:50:00 UTC

Description wfshbré4.sys and wfshbr32.sys specially crafted IOCTL allows arbitrary user to perform local privilege escalation

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wris Heaven Burns Red All All All All

Reference Source
WFS - Steamfr AN TV )I\=> XLy RICH T 21ERFIEDIRIE M MISC

GitHub - kkent030315/CVE-2022-42046: CVE-2022-42046 Proof of Concept of wfshbr64.sys local privilege escalation via DKOM ~ MISC
CVE Program record CVE.ORC

NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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