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Summary

CVE CVE-2022-4206

State PUBLIC

Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-02-01 03:15:00 UTC

Updated 2023-02-07 22:41:00 UTC

Description A sensitive information leak issue has been discovered in all versions of DAST API scanner from 1.6.50 prior to 2.0.102, exposing the Authorization header in the vulnerability report

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gitlab Dast Api Scanner All All All All

References

Reference Source Link

2022/CVE-2022-4206.json · master · GitLab.org / cves · GitLab CONFIRM gitlab.com

DAST API scanner includes Authorization header value in vulnerabilities (#383083) · Issues · GitLab.org / GitLab · GitLab MISC gitlab.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: This vulnerability has been discovered internally by the GitLab team

Legacy QID Mappings

690999 Free Berkeley Software Distribution (FreeBSD) Security Update for gitlab (3cde510a-7135-11ed-a28b-bff032704f00)

https://cve.report/
https://cve.report/CVE-2022-4206/mitre
https://cve.report/CVE-2022-4206/nist
https://cve.report/CVE-2022-4206/cve_org
https://cve.report/api/cve/CVE-2022-4206.json
https://cve.report/CVE-2022-4206.pdf
http://cve.report/vendor/gitlab
http://cve.report/software/gitlab/dast_api_scanner
https://gitlab.com/gitlab-org/cves/-/blob/master/2022/CVE-2022-4206.json
https://gitlab.com/gitlab-org/gitlab/-/issues/383083
https://www.cve.org/CVERecord?id=CVE-2022-4206
https://nvd.nist.gov/vuln/detail/CVE-2022-4206
http://cve.report/qid/690999
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