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Summary

CVE CVE-2022-42126

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-15 01:15:00 UTC

Updated 2022-11-18 16:55:00 UTC

Description The Asset Libraries module in Liferay Portal 7.3.5 through 7.4.3.28, and Liferay DXP 7.3 before update 8, and DXP 7.4 before update 29 does not properly check permissions of asset libraries, which allows remote authenticated users to view asset libraries via the UI.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Liferay Digital Experience Platform 7.3 - All All

Application Liferay Digital Experience Platform 7.4 - All All

Application Liferay Digital Experience Platform 7.4 update1 All All

Application Liferay Liferay Portal All All All All

References

Reference Source Link

Digital Experience Software Tailored to Your Needs | Liferay MISC liferay.com

CVE-2022-42126 User permissions are not checked for DepotGroupItemSelectorProvider MISC portal.liferay.dev

[LPE-17593] LSV-1103: User permissions are not checked for DepotGroupItemSelectorProvider - Liferay Issues MISC issues.liferay.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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