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Summary

CVE CVE-2022-4223

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-13 16:15:00 UTC

Updated 2023-11-07 03:57:00 UTC

Description The pgAdmin server includes an HTTP API that is intended to be used to validate the path a user selects to external PostgreSQL utilities such as pg_dump and pg_restore. The utility is executed by the server to determine what PostgreSQL version it is from. Versions of pgAdmin prior to 6.17 failed to properly secure this API, which could allow an unauthenticated user to call it with a path of their choosing, such as a UNC path to a server they control on a Windows machine. This would cause an appropriately named executable in the target path to be executed by the pgAdmin server.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 37 All All All

Application Postgresql Pgadmin All All All All

References

Reference Source Link

Unauthenticated remote code execution while validating the binary path · Issue #5593 · pgadmin-org/pgadmin4 · GitHub MISC github.com

[SECURITY] Fedora 37 Update: pgadmin4-6.17-2.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 37 Update: pgadmin4-6.17-2.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

283530 Fedora Security Update for pgadmin4 (FEDORA-2022-2d5a6f48e1)

377922 PgAdmin Server Remote Code Execution (RCE) Vulnerability
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