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Summary

CVE CVE-2022-42268

State PUBLIC

Assigner psirt@nvidia.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-13 06:15:00 UTC

Updated 2023-11-07 03:53:00 UTC

Description Omniverse Kit contains a vulnerability in the reference applications Create, Audio2Face, Isaac Sim, View, Code, and Machinima. These applications allow executable Python code to be embedded in Universal Scene Description (USD) files to customize all aspects of a scene. If a user opens a USD file that contains embedded Python code in one of these applications, the embedded Python code automatically runs with the privileges of the user who opened the file. As a result, an unprivileged remote attacker could craft a USD file containing malicious Python code and persuade a local user to open the file, which may lead to information disclosure, data tampering, and denial of service.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nvidia Nvidia Isaac Sim All All All All

Application Nvidia Omniverse Audio2face All All All All

Application Nvidia Omniverse Code All All All All

Application Nvidia Omniverse Create All All All All

Application Nvidia Omniverse Machinima All All All All

Application Nvidia Omniverse View All All All All

References

Reference Source Link Tags

Security Bulletin: NVIDIA Omniverse Kit - January 2023 | NVIDIA MISC nvidia.custhelp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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