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Summary

CVE CVE-2022-42468

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-26 16:15:00 UTC

Updated 2022-10-28 17:41:00 UTC

Description Apache Flume versions 1.4.0 through 1.10.1 are vulnerable to a remote code execution (RCE) attack when a configuration uses a JMS Source with an unsafe providerURL. This issue is fixed by limiting JNDI to allow only the use of the java protocol or no protocol.

Risk And Classification

Problem Types: CWE-20 | CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Flume All All All All

References

Reference Source Link Tags

N/A CONFIRM lists.apache.org

N/A CONFIRM lists.apache.org

[FLUME-3437] Validate providerUrl - ASF JIRA CONFIRM issues.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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