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CVE CVE-2022-42725
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-10 05:15:00 UTC
Updated 2023-04-26 12:15:00 UTC
Description Warpinator through 1.2.14 allows access outside of an intended directory, as demonstrated by symbolic directory links.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Linuxmint Warpinator All All All All

Reference Source Link

oss-security - Warpinator: Remote file deletion vulnerability (CVE-2023-29380) MLIST www.openwall.cor
transfers: Always remove existing files before beginning a transfer. - linuxmint/warpinator@8bfd2f8 - GitHub  MISC github.com
transfers: Use g_file_query_exists() instead of g_file_test(). - linuxmint/warpinator@f4907ef - GitHub MISC github.com
oss-security - Warpinator remote file creation / overwrite security issue (CVE-2022-42725) MLIST www.openwall.cor
transfers: Use Pathlib.Path instead of GFile for path safety check. - linuxmint/warpinator@95124fd - GitHub ~ MISC github.com
transfers: Don't allow a received file to be saved outside of the - linuxmint/warpinator@5244c33 - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

‘ s

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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