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Summary

CVE CVE-2022-42785

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-15 21:15:00 UTC

Updated 2022-11-21 16:20:00 UTC

Description Multiple W&T products of the ComServer Series are prone to an authentication bypass. An unathenticated remote attacker, can log in without knowledge of the password by crafting a modified HTTP GET Request.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Wut At-modem-emulator - All All All

Operating System Wut At-modem-emulator Firmware All All All All

Hardware Wut Com-server 20ma - All All All

Operating System Wut Com-server 20ma Firmware All All All All

Hardware Wut Com-server Highspeed 100basefx - All All All

Operating System Wut Com-server Highspeed 100basefx Firmware All All All All

Hardware Wut Com-server Highspeed 100baselx - All All All

Operating System Wut Com-server Highspeed 100baselx Firmware All All All All

Hardware Wut Com-server Highspeed 19 1port - All All All

Operating System Wut Com-server Highspeed 19 1port Firmware All All All All

Hardware Wut Com-server Highspeed 19 4port - All All All

Operating System Wut Com-server Highspeed 19 4port Firmware All All All All

Hardware Wut Com-server Highspeed Compact - All All All

Operating System Wut Com-server Highspeed Compact Firmware All All All All

Hardware Wut Com-server Highspeed Industry - All All All

Operating System Wut Com-server Highspeed Industry Firmware All All All All

Hardware Wut Com-server Highspeed Isolated - All All All
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Hardware Wut Com-server Highspeed Isolated - All All All

Operating System Wut Com-server Highspeed Isolated Firmware All All All All

Hardware Wut Com-server Highspeed Lc - All All All

Operating System Wut Com-server Highspeed Lc Firmware All All All All

Hardware Wut Com-server Highspeed Oem - All All All

Operating System Wut Com-server Highspeed Oem Firmware All All All All

Hardware Wut Com-server Highspeed Office 1port - All All All

Operating System Wut Com-server Highspeed Office 1port Firmware All All All All

Hardware Wut Com-server Highspeed Office 4port - All All All

Operating System Wut Com-server Highspeed Office 4port Firmware All All All All

Hardware Wut Com-server Highspeed Poe - All All All

Hardware Wut Com-server Highspeed Poe 3x Isolated - All All All

Operating System Wut Com-server Highspeed Poe 3x Isolated Firmware All All All All

Operating System Wut Com-server Highspeed Poe Firmware All All All All

Hardware Wut Com-server Highspeed Ul - All All All

Operating System Wut Com-server Highspeed Ul Firmware All All All All

Hardware Wut Com-server - All All All

Operating System Wut Com-server Firmware All All All All

References

Reference Source Link Tags

VDE-2022-043 | CERT@VDE MISC cert.vde.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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