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The issue was addressed with improved Ul handling. This issue is fixed in tvOS 16.1, macOS Ventura 13, watchOS 9.1, Se
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Risk And Classification

Problem Types: CWE-1021

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Ipados All All All All
Apple Iphone Os All All All All
Apple Macos All All All All
Apple Safari All All All All
Apple Tvos All All All All
Apple Watchos All All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 11.0 All All All
Fedoraproject Fedora 35 All All All
Fedoraproject Fedora 36 All All All
Fedoraproject Fedora 37 All All All

References

Reference Source Link
About the security content of watchOS 9.1 - Apple Support MISC support.apple.com
[SECURITY] Fedora 35 Update: webkit2gtk3-2.38.2-1.fc35 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 35 Update: webkit2gtk3-2.38.2-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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oss-security - WebKitGTK and WPE WebKit Security Advisory WSA-2022-0010

[SECURITY] Fedora 37 Update: webkitgtk-2.38.2-1.fc37 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: webkit2gtk3-2.38.2-1.fc36 - package-announce - Fedora Mailing-Lists
WebKitGTK+: Multiple Vulnerabilities (GLSA 202305-32) — Gentoo security

About the security content of tvOS 16.1 - Apple Support

About the security content of Safari 16.1 - Apple Support

[SECURITY] Fedora 36 Update: webkit2gtk3-2.38.2-1.fc36 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-5274-1 wpewebkit

[SECURITY] Fedora 37 Update: webkitgtk-2.38.2-1.fc37 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 3183-1] webkit2gtk security update

About the security content of macOS Ventura 13 - Apple Support

About the security content of iOS 16.1 and iPadOS 16 - Apple Support

Debian -- Security Information -- DSA-5273-1 webkit2gtk
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

160629 Oracle Enterprise Linux Security Update for webkit2gtk3 (ELSA-2023-2256)

160691 Oracle Enterprise Linux Security Update for webkit2gtk3 (ELSA-2023-2834)

181199 Debian Security Update for webkit2gtk (DSA 5273-1)

181200 Debian Security Update for wpewebkit (DSA 5274-1)

181201 Debian Security Update for webkit2gtk (DLA 3183-1)

199032 Ubuntu Security Notification for WebKitGTK Vulnerabilities (USN-5730-1)

241472 Red Hat Update for webkit2gtk3 (RHSA-2023:2256)

241497 Red Hat Update for webkit2gtk3 (RHSA-2023:2834)

283291 Fedora Security Update for webkit2gtk3 (FEDORA-2022-ce32af66d6)

283317 Fedora Security Update for webkit2gtk3 (FEDORA-2022-e7726761c4)

283434 Fedora Security Update for webkitgtk (FEDORA-2022-08fdc4138a)

355438 Amazon Linux Security Advisory for webkitgtk4 : ALAS2-2023-2088

377691 Apple Safari Multiple Vulnerabilities (HT213495)
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/AQKLEGJK3LHAKUQOLBHNR2DI3IUGLLTY/
https://security.gentoo.org/glsa/202305-32
https://support.apple.com/en-us/HT213492
https://support.apple.com/en-us/HT213495
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/AQKLEGJK3LHAKUQOLBHNR2DI3IUGLLTY/
https://www.debian.org/security/2022/dsa-5274
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5LF4LYP725XZ7RWOPFUV6DGPN4Q5DUU4/
https://lists.debian.org/debian-lts-announce/2022/11/msg00010.html
https://support.apple.com/en-us/HT213488
https://support.apple.com/en-us/HT213489
https://www.debian.org/security/2022/dsa-5273
https://www.cve.org/CVERecord?id=CVE-2022-42799
https://nvd.nist.gov/vuln/detail/CVE-2022-42799
http://cve.report/qid/160629
http://cve.report/qid/160691
http://cve.report/qid/181199
http://cve.report/qid/181200
http://cve.report/qid/181201
http://cve.report/qid/199032
http://cve.report/qid/241472
http://cve.report/qid/241497
http://cve.report/qid/283291
http://cve.report/qid/283317
http://cve.report/qid/283434
http://cve.report/qid/355438
http://cve.report/qid/377691

610441 Apple iOS 16.1 and iPadOS 16 Security Update Missing

691332 Free Berkeley Software Distribution (FreeBSD) Security Update for moonlight (f8c2f741-6be1-11ee-b33a-a04a5edf46d9)
710737 Gentoo Linux WebKitGTK+ Multiple Vulnerabilities (GLSA 202305-32)

752912 SUSE Enterprise Linux Security Update for webkit2gtk3 (SUSE-SU-2022:4207-1)

752945 SUSE Enterprise Linux Security Update for webkit2gtk3 (SUSE-SU-2022:4283-1)

752946 SUSE Enterprise Linux Security Update for webkit2gtk3 (SUSE-SU-2022:4284-1)

752961 SUSE Enterprise Linux Security Update for webkit2gtk3 (SUSE-SU-2022:4285-1)

941009 AlmaLinux Security Update for webkit2gtk3 (ALSA-2023:2256)

941078 AlmaLinux Security Update for webkit2gtk3 (ALSA-2023:2834)
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