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Summary

CVE CVE-2022-42902

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-13 03:15:00 UTC

Updated 2023-02-02 18:34:00 UTC

Description In Linaro Automated Validation Architecture (LAVA) before 2022.10, there is dynamic code execution in lava_server/lavatable.py. Due to improper input sanitization, an anonymous user can force the lava-server-gunicorn service to execute user-provided code on the server.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 11.0 All All All

Application Linaro Lava All All All All

References

Reference Source Link

[SECURITY] [DLA 3192-1] lava security update MLIST lists.debian.org

Replace dynamic code execution in lava_server/lavatable.py (e66b74cd) · Commits · lava / lava · GitLab MISC git.lavasoftware.org

Debian -- Security Information -- DSA-5260-1 lava DEBIAN www.debian.org

Replace dynamic code compilation (exec) in lava_server/lavatable.py (!1834) · Merge requests · lava / lava · GitLab MISC git.lavasoftware.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

181159 Debian Security Update for lava (DSA 5260-1)

https://cve.report/
https://cve.report/CVE-2022-42902/mitre
https://cve.report/CVE-2022-42902/nist
https://cve.report/CVE-2022-42902/cve_org
https://cve.report/api/cve/CVE-2022-42902.json
https://cve.report/CVE-2022-42902.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/linaro
http://cve.report/software/linaro/lava
https://lists.debian.org/debian-lts-announce/2022/11/msg00019.html
https://git.lavasoftware.org/lava/lava/-/commit/e66b74cd6c175ff8826b8f3431740963be228b52?merge_request_iid=1834
https://www.debian.org/security/2022/dsa-5260
https://git.lavasoftware.org/lava/lava/-/merge_requests/1834
https://www.cve.org/CVERecord?id=CVE-2022-42902
https://nvd.nist.gov/vuln/detail/CVE-2022-42902
http://cve.report/qid/181159
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