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CVE CVE-2022-43309

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-07 21:15:00 UTC

Updated 2023-04-21 18:15:00 UTC

Description Supermicro X11SSL-CF HW Rev 1.01, BMC firmware v1.63 was discovered to contain insecure permissions.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Supermicro H11dsi - All All All
Hardware Supermicro H11dsi-nt - All All All
Operating System Supermicro H11dsi-nt Firmware - All All All
Operating System Supermicro H11dsi Firmware - All All All
Hardware Supermicro H11dst-b - All All All
Operating System Supermicro H11dst-b Firmware - All All All
Hardware Supermicro H11dsu-in - All All All
Operating System Supermicro H11dsu-in Firmware - All All All
Hardware Supermicro H12dgo-6 - All All All
Operating System Supermicro H12dgo-6 Firmware - All All All
Hardware Supermicro H12dsg-o0-cpu - All All All
Operating System Supermicro H12dsg-o-cpu Firmware - All All All
Hardware Supermicro H12dsi-n6 - All All All
Operating System Supermicro H12dsi-n6 Firmware - All All All
Hardware Supermicro H12dsi-nt6 - All All All
Operating System Supermicro H12dsi-nt6 Firmware - All All All
Hardware Supermicro H12dst-b - All All All
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NVD vulnerability detail NVD nvd.ni

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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