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Summary

CVE CVE-2022-43310

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-09 21:15:00 UTC

Updated 2022-11-15 14:44:00 UTC

Description An Uncontrolled Search Path Element in Foxit Software released Foxit Reader v11.2.118.51569 allows attackers to escalate privileges when searching for DLL libraries without specifying an absolute path.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Foxitsoftware Foxit Reader All All All All

References

Reference Source Link Tags

Security Bulletins | Foxit Software MISC www.foxitsoftware.com

GitHub - hxxt9049/futing MISC github.com

福昕产品网络安全问题公告_福昕软件官网 MISC www.foxitsoftware.cn

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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