
CVE-2022-43358
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2022-43358

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-22 19:16:00 UTC

Updated 2023-08-30 19:34:00 UTC

Description Stack overflow vulnerability in ast_selectors.cpp: in function Sass::ComplexSelector::has_placeholder in libsass:3.6.5-8-g210218, which can be exploited by attackers to cause a denial of service (DoS).

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sass-lang Libsass 3.6.5-8-g210218 All All All

References

Reference

AddressSanitizer: stack-overflow src/ast_selectors.cpp:464 in Sass::ComplexSelector::has_placeholder() const · Issue #3178 · sass/libsass · GitHub

GitHub - sass/libsass: A C/C++ implementation of a Sass compiler

poc3 - Google Drive

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

506111 Alpine Linux Security Update for libsass

755484 SUSE Enterprise Linux Security Update for libsass (SUSE-SU-2023:4895-1)

755485 SUSE Enterprise Linux Security Update for libsass (SUSE-SU-2023:4895-1)
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