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CVE CVE-2022-4344
State PUBLIC
Assigner cve@gitlab.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-12 00:15:00 UTC
Updated 2023-11-07 03:57:00 UTC
Description Memory exhaustion in the Kafka protocol dissector in Wireshark 4.0.0 to 4.0.1 and 3.6.0 to 3.6.9 allows denial of service vie
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wireshark Wireshark All All All All

Reference Source Link T
2022/CVE-2022-4344.json - master - GitLab.org / cves - GitLab CONFIRM gitlab.com

[SECURITY] Fedora 36 Update: wireshark-3.6.11-1.fc36 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 37 Update: wireshark-4.0.3-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
Wireshark - wnpa-sec-2022-10 - Kafka dissector memory exhaustion. MISC www.wireshark.org
[SECURITY] Fedora 37 Update: wireshark-4.0.3-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
[SECURITY] Fedora 36 Update: wireshark-3.6.11-1.fc36 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
CVE Program record CVE.ORG www.cve.org Ci

NVD vulnerability detail NVD nvd.nist.gov Ci
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Vendor Comments And Credit

Discovery Credit
LEGACY: Sharon Brizinov



https://cve.report/
https://cve.report/CVE-2022-4344/mitre
https://cve.report/CVE-2022-4344/nist
https://cve.report/CVE-2022-4344/cve_org
https://cve.report/CVE-2022-4344.pdf
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
https://gitlab.com/gitlab-org/cves/-/blob/master/2022/CVE-2022-4344.json
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SGWIW6K64PKC375YAONYXKIVT2FDEDV3/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/RDZMWIKH3L5JQZC6GSVOJ3N5UXNQPJGQ/
https://www.wireshark.org/security/wnpa-sec-2022-10.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/RDZMWIKH3L5JQZC6GSVOJ3N5UXNQPJGQ/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SGWIW6K64PKC375YAONYXKIVT2FDEDV3/
https://www.cve.org/CVERecord?id=CVE-2022-4344
https://nvd.nist.gov/vuln/detail/CVE-2022-4344

Legacy QID Mappings

182643 Debian Security Update for wireshark (CVE-2022-4344)

283695 Fedora Security Update for wireshark (FEDORA-2023-9ddb9b9757)

283697 Fedora Security Update for wireshark (FEDORA-2023-f9e2ad8b73)

355179 Amazon Linux Security Advisory for wireshark : ALAS2023-2023-120

355407 Amazon Linux Security Advisory for wireshark : ALAS2023-2023-199

905252 Common Base Linux Mariner (CBL-Mariner) Security Update for wireshark (12994)

907353 Common Base Linux Mariner (CBL-Mariner) Security Update for wireshark (12994-1)
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