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Summary

CVE CVE-2022-43505

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-11 03:15:00 UTC

Updated 2023-11-07 03:53:00 UTC

Description Insufficient control flow management in the BIOS firmware for some Intel(R) Processors may allow a privileged user to potentially enable denial of service via local access.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Atom C3308 - All All All

Operating System Intel Atom C3308 Firmware - All All All

Hardware Intel Atom C3336 - All All All

Operating System Intel Atom C3336 Firmware - All All All

Hardware Intel Atom C3338 - All All All

Hardware Intel Atom C3338r - All All All

Operating System Intel Atom C3338r Firmware - All All All

Operating System Intel Atom C3338 Firmware - All All All

Hardware Intel Atom C3436l - All All All

Operating System Intel Atom C3436l Firmware - All All All

Hardware Intel Atom C3508 - All All All

Operating System Intel Atom C3508 Firmware - All All All

Hardware Intel Atom C3538 - All All All

Operating System Intel Atom C3538 Firmware - All All All

Hardware Intel Atom C3558 - All All All

Hardware Intel Atom C3558r - All All All

Operating System Intel Atom C3558r Firmware - All All All
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Operating System Intel Atom C3558r Firmware - All All All

Operating System Intel Atom C3558 Firmware - All All All

Hardware Intel Atom C3708 - All All All

Operating System Intel Atom C3708 Firmware - All All All

Hardware Intel Atom C3750 - All All All

Operating System Intel Atom C3750 Firmware - All All All

Hardware Intel Atom C3758 - All All All

Hardware Intel Atom C3758r - All All All

Operating System Intel Atom C3758r Firmware - All All All

Operating System Intel Atom C3758 Firmware - All All All

Hardware Intel Atom C3808 - All All All

Operating System Intel Atom C3808 Firmware - All All All

Hardware Intel Atom C3830 - All All All

Operating System Intel Atom C3830 Firmware - All All All

Hardware Intel Atom C3850 - All All All

Operating System Intel Atom C3850 Firmware - All All All

Hardware Intel Atom C3858 - All All All

Operating System Intel Atom C3858 Firmware - All All All

Hardware Intel Atom C3950 - All All All

Operating System Intel Atom C3950 Firmware - All All All

Hardware Intel Atom C3955 - All All All

Operating System Intel Atom C3955 Firmware - All All All

Hardware Intel Atom C3958 - All All All

Operating System Intel Atom C3958 Firmware - All All All

Hardware Intel Atom X5-e3930 - All All All

Operating System Intel Atom X5-e3930 Firmware - All All All

Hardware Intel Atom X5-e3940 - All All All

Operating System Intel Atom X5-e3940 Firmware - All All All

Hardware Intel Atom X7-e3950 - All All All

Operating System Intel Atom X7-e3950 Firmware - All All All

Hardware Intel Celeron G1610 - All All All

Hardware Intel Celeron G1610t - All All All

Operating System Intel Celeron G1610t Firmware - All All All

Operating System Intel Celeron G1610 Firmware - All All All

Hardware Intel Celeron G1620 - All All All

Hardware Intel Celeron G1620t - All All All
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Operating System Intel Celeron G1620t Firmware - All All All

Operating System Intel Celeron G1620 Firmware - All All All

Hardware Intel Celeron G1630 - All All All

Operating System Intel Celeron G1630 Firmware - All All All

Hardware Intel Celeron G1820 - All All All

Hardware Intel Celeron G1820t - All All All

Operating System Intel Celeron G1820t Firmware - All All All

Operating System Intel Celeron G1820 Firmware - All All All

Hardware Intel Celeron G1830 - All All All

Operating System Intel Celeron G1830 Firmware - All All All

Hardware Intel Celeron G1840 - All All All

Hardware Intel Celeron G1840t - All All All

Operating System Intel Celeron G1840t Firmware - All All All

Operating System Intel Celeron G1840 Firmware - All All All

Hardware Intel Celeron G1850 - All All All

Operating System Intel Celeron G1850 Firmware - All All All

Hardware Intel Celeron G3900 - All All All

Hardware Intel Celeron G3900t - All All All

Operating System Intel Celeron G3900t Firmware - All All All

Operating System Intel Celeron G3900 Firmware - All All All

Hardware Intel Celeron G3920 - All All All

Operating System Intel Celeron G3920 Firmware - All All All

Hardware Intel Celeron G3930 - All All All

Hardware Intel Celeron G3930e - All All All

Operating System Intel Celeron G3930e Firmware - All All All

Hardware Intel Celeron G3930t - All All All

Hardware Intel Celeron G3930te - All All All

Operating System Intel Celeron G3930te Firmware - All All All

Operating System Intel Celeron G3930t Firmware - All All All

Operating System Intel Celeron G3930 Firmware - All All All

Hardware Intel Celeron G3950 - All All All

Operating System Intel Celeron G3950 Firmware - All All All

Hardware Intel Celeron G4900 - All All All

Hardware Intel Celeron G4900t - All All All

Operating System Intel Celeron G4900t Firmware - All All All

Operating System Intel Celeron G4900 Firmware - All All All
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Operating System Intel Celeron G4900 Firmware - All All All

Hardware Intel Celeron G4920 - All All All

Operating System Intel Celeron G4920 Firmware - All All All

Hardware Intel Celeron G4930 - All All All

Hardware Intel Celeron G4930t - All All All

Operating System Intel Celeron G4930t Firmware - All All All

Operating System Intel Celeron G4930 Firmware - All All All

Hardware Intel Celeron G4950 - All All All

Operating System Intel Celeron G4950 Firmware - All All All

Hardware Intel Celeron G5900 - All All All

Hardware Intel Celeron G5900t - All All All

Operating System Intel Celeron G5900t Firmware - All All All

Operating System Intel Celeron G5900 Firmware - All All All

Hardware Intel Celeron G5905 - All All All

Hardware Intel Celeron G5905t - All All All

Operating System Intel Celeron G5905t Firmware - All All All

Operating System Intel Celeron G5905 Firmware - All All All

Hardware Intel Celeron G5920 - All All All

Operating System Intel Celeron G5920 Firmware - All All All

Hardware Intel Celeron G5925 - All All All

Operating System Intel Celeron G5925 Firmware - All All All

Hardware Intel Celeron G6900 - All All All

Hardware Intel Celeron G6900t - All All All

Operating System Intel Celeron G6900t Firmware - All All All

Operating System Intel Celeron G6900 Firmware - All All All

Hardware Intel Celeron J1750 - All All All

Operating System Intel Celeron J1750 Firmware - All All All

Hardware Intel Celeron J1800 - All All All

Operating System Intel Celeron J1800 Firmware - All All All

Hardware Intel Celeron J1850 - All All All

Operating System Intel Celeron J1850 Firmware - All All All

Hardware Intel Celeron J1900 - All All All

Operating System Intel Celeron J1900 Firmware - All All All

Hardware Intel Celeron J3060 - All All All

Operating System Intel Celeron J3060 Firmware - All All All

Hardware Intel Celeron J3160 - All All All
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Operating System Intel Celeron J3160 Firmware - All All All

Hardware Intel Celeron J3355 - All All All

Hardware Intel Celeron J3355e - All All All

Operating System Intel Celeron J3355e Firmware - All All All

Operating System Intel Celeron J3355 Firmware - All All All

Hardware Intel Celeron J3455 - All All All

Hardware Intel Celeron J3455e - All All All

Operating System Intel Celeron J3455e Firmware - All All All

Operating System Intel Celeron J3455 Firmware - All All All

Hardware Intel Celeron J4005 - All All All

Operating System Intel Celeron J4005 Firmware - All All All

Hardware Intel Celeron J4025 - All All All

Operating System Intel Celeron J4025 Firmware - All All All

Hardware Intel Celeron J4105 - All All All

Operating System Intel Celeron J4105 Firmware - All All All

Hardware Intel Celeron J4125 - All All All

Operating System Intel Celeron J4125 Firmware - All All All

Hardware Intel Celeron J6412 - All All All

Operating System Intel Celeron J6412 Firmware - All All All

Hardware Intel Celeron J6413 - All All All

Operating System Intel Celeron J6413 Firmware - All All All

Hardware Intel Celeron N2805 - All All All

Operating System Intel Celeron N2805 Firmware - All All All

Hardware Intel Celeron N2806 - All All All

Operating System Intel Celeron N2806 Firmware - All All All

Hardware Intel Celeron N2807 - All All All

Operating System Intel Celeron N2807 Firmware - All All All

Hardware Intel Celeron N2808 - All All All

Operating System Intel Celeron N2808 Firmware - All All All

Hardware Intel Celeron N2810 - All All All

Operating System Intel Celeron N2810 Firmware - All All All

Hardware Intel Celeron N2815 - All All All

Operating System Intel Celeron N2815 Firmware - All All All

Hardware Intel Celeron N2820 - All All All

Operating System Intel Celeron N2820 Firmware - All All All
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Hardware Intel Celeron N2830 - All All All

Operating System Intel Celeron N2830 Firmware - All All All

Hardware Intel Celeron N2840 - All All All

Operating System Intel Celeron N2840 Firmware - All All All

Hardware Intel Celeron N2910 - All All All

Operating System Intel Celeron N2910 Firmware - All All All

Hardware Intel Celeron N2920 - All All All

Operating System Intel Celeron N2920 Firmware - All All All

Hardware Intel Celeron N2930 - All All All

Operating System Intel Celeron N2930 Firmware - All All All

Hardware Intel Celeron N2940 - All All All

Operating System Intel Celeron N2940 Firmware - All All All

Hardware Intel Celeron N3000 - All All All

Operating System Intel Celeron N3000 Firmware - All All All

Hardware Intel Celeron N3010 - All All All

Operating System Intel Celeron N3010 Firmware - All All All

Hardware Intel Celeron N3050 - All All All

Operating System Intel Celeron N3050 Firmware - All All All

Hardware Intel Celeron N3060 - All All All

Operating System Intel Celeron N3060 Firmware - All All All
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