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A OS Command Injection vulnerability exists in Node.js versions <14.21.1, <16.18.1, <18.12.1, <19.0.1 due to an insufficier

] 1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 10.0 All All All
Debian Debian Linux 11.0 All All All
Nodejs Node.js All All All All
Nodejs Node.js 18.12.0 All All All
Nodejs Node.js 19.0.0 All All All
Nodejs Node.js All All All All
Nodejs Node.js All All All All
Nodejs Node.js All All All All

References

Reference

Source Link Tags

Nov 3 2022 Security Releases | Node.js MISC nodejs.org

April 2023 MySQL Server Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
Debian -- Security Information -- DSA-5326-1 nodejs DEBIAN www.debian.org
CVE-2022-43548 Node.js Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
[SECURITY] [DLA 3344-1] nodejs security update MLIST lists.debian.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160347 Oracle Enterprise Linux Security Update for nodejs:18 (ELSA-2022-8833)

160348 Oracle Enterprise Linux Security Update for 18 (ELSA-2022-8832)

160361 Oracle Enterprise Linux Security Update for nodejs:16 (ELSA-2022-9073-1)

160373 Oracle Enterprise Linux Security Update for nodejs:14 (ELSA-2023-0050)

160410 Oracle Enterprise Linux Security Update for nodejs and nodejs-nodemon (ELSA-2023-0321)
181502 Debian Security Update for nodejs (DSA 5326-1)

181612 Debian Security Update for nodejs (DLA 3344-1)

182150 Debian Security Update for nodejs (CVE-2022-43548)

199926 Ubuntu Security Notification for Node.js Vulnerabilities (USN-6491-1)

240966 Red Hat Update for nodejs:18 security (RHSA-2022:8832)

240967 Red Hat Update for nodejs:18 security (RHSA-2022:8833)

241026 Red Hat Update for nodejs:16 security (RHSA-2022:9073)

241041 Red Hat Update for nodejs:14 security (RHSA-2023:0050)

241117 Red Hat Update for nodejs and nodejs-nodemon security (RHSA-2023:0321)

241160 Red Hat Update for rh-nodejs14-nodejs and rh-nodejs14-nodejs-nodemon (RHSA-2023:0612)
241304 Red Hat Update for nodejs:14 security (RHSA-2023:1533)

241341 Red Hat Update for nodejs:14 security (RHSA-2023:1742)

296098 Oracle Solaris 11.4 Support Repository Update (SRU) 52.132.2 Missing (CPUOCT2022)
355273 Amazon Linux Security Advisory for nodejs : ALAS2023-2023-084

377881 Node.js Multiple Vulnerabilities (November 2022)

378045 Alibaba Cloud Linux Security Update for nodejs:14 (ALINUX3-SA-2023:0026)

502747 Alpine Linux Security Update for nodejs

752843 SUSE Enterprise Linux Security Update for nodejs16 (SUSE-SU-2022:4084-1)

752846 SUSE Enterprise Linux Security Update for nodejs14 (SUSE-SU-2022:4255-1)
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/52920 SUSE Enterprise LINUX Security Update 1or nodejs16 (SUSE-SU-2022:4003-1)

752929 SUSE Enterprise Linux Security Update for nodejs12 (SUSE-SU-2022:4254-1)

752966 SUSE Enterprise Linux Security Update for nodejs10 (SUSE-SU-2022:4301-1)

753698 SUSE Enterprise Linux Security Update for nodejs18 (SUSE-SU-2023:0419-1)

904628 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (11579)

904639 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (11577)

904716 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (11577-1)

904742 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (11579-1)

940854 AlmaLinux Security Update for nodejs:18 (ALSA-2022:8832)

940855 AlmaLinux Security Update for nodejs:18 (ALSA-2022:8833)

940856 AlmaLinux Security Update for nodejs:18 (ALSA-2022:8833)

940857 AlmaLinux Security Update for nodejs:18 (ALSA-2022:8833)

940859 AlmalLinux Security Update for nodejs:16 (ALSA-2022:9073)

940865 AlmaLinux Security Update for nodejs:14 (ALSA-2023:0050)

940906 AlmaLinux Security Update for nodejs and nodejs-nodemon (ALSA-2023:0321)

960517 Rocky Linux Security Update for nodejs and nodejs-nodemon (RLSA-2023:0321)

960640 Rocky Linux Security Update for nodejs:18 (RLSA-2022:8832)

960645 Rocky Linux Security Update for nodejs:14 (RLSA-2023:0050)

960646 Rocky Linux Security Update for nodejs:18 (RLSA-2022:8833)
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