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CVE CVE-2022-4361
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-07 20:15:00 UTC
Updated 2023-07-17 17:50:00 UTC
Description Keycloak, an open-source identity and access management solution, has a cross-site scripting (XSS) vulnerability in the S#

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor  Product Version Update Edition Language
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux 9.0 All All All
Application Redhat  Keycloak All All All All
Application Redhat Openshift Container Platform 4.11 All All All
Application Redhat  Openshift Container Platform 4.12 All All All
Application Redhat Openshift Container Platform For Ibm Linuxone 4.10 All All All
Application Redhat  Openshift Container Platform For Ibm Linuxone 4.9 All All All
Application Redhat Openshift Container Platform For Power 4.10 All All All
Application Redhat  Openshift Container Platform For Power 4.9 All All All
Application Redhat Single Sign-on All All All All
Application Redhat  Single Sign-on - All All All

References
Reference Source Link
Bug Access Denied MISC bugzilla.redhat.com

Check the redirect URI is http(s) when used for a form Post (#22) - keycloak/keycloak@a1icfe6e - GitHub  MISC github.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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