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Summary

CVE CVE-2022-43684

State PUBLIC

Assigner psirt@servicenow.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-13 19:15:00 UTC

Updated 2023-07-11 18:15:00 UTC

Description ServiceNow has released patches and an upgrade that address an Access Control List (ACL) bypass issue in ServiceNow Core functionality. 

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Servicenow Servicenow quebec patch_10 All All

Application Servicenow Servicenow quebec patch_10_hotfix_3 All All

Application Servicenow Servicenow quebec patch_10_hotfix_3a All All

Application Servicenow Servicenow quebec patch_10_hotfix_3b All All

Application Servicenow Servicenow quebec patch_10_hotfix_4 All All

Application Servicenow Servicenow quebec patch_1_hotfix_1 All All

Application Servicenow Servicenow quebec patch_2 All All

Application Servicenow Servicenow quebec patch_2_hotfix_1 All All

Application Servicenow Servicenow quebec patch_2_hotfix_2 All All

Application Servicenow Servicenow quebec patch_3 All All

Application Servicenow Servicenow quebec patch_4 All All

Application Servicenow Servicenow quebec patch_4_hotfix_2 All All

Application Servicenow Servicenow quebec patch_5 All All

Application Servicenow Servicenow quebec patch_6 All All

Application Servicenow Servicenow quebec patch_7 All All

Application Servicenow Servicenow quebec patch_8 All All

Application Servicenow Servicenow quebec patch_9 All All
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Application Servicenow Servicenow quebec patch_9 All All

Application Servicenow Servicenow rome patch_1 All All

Application Servicenow Servicenow rome patch_10 All All

Application Servicenow Servicenow rome patch_1_hotfix_1 All All

Application Servicenow Servicenow rome patch_1_hotfix_1a All All

Application Servicenow Servicenow rome patch_1_hotfix_1b All All

Application Servicenow Servicenow rome patch_1_hotfix_2 All All

Application Servicenow Servicenow rome patch_1_hotfix_3 All All

Application Servicenow Servicenow rome patch_2 All All

Application Servicenow Servicenow rome patch_2_hotfix_1 All All

Application Servicenow Servicenow rome patch_2_hotfix_2 All All

Application Servicenow Servicenow rome patch_3 All All

Application Servicenow Servicenow rome patch_3_hotfix_1 All All

Application Servicenow Servicenow rome patch_4 All All

Application Servicenow Servicenow rome patch_4_hotfix_1 All All

Application Servicenow Servicenow rome patch_4_hotfix_1a All All

Application Servicenow Servicenow rome patch_4_hotfix_1b All All

Application Servicenow Servicenow rome patch_5 All All

Application Servicenow Servicenow rome patch_5_hotfix_1 All All

Application Servicenow Servicenow rome patch_5_hotfix_2 All All

Application Servicenow Servicenow rome patch_6 All All

Application Servicenow Servicenow rome patch_6_hotfix_1 All All

Application Servicenow Servicenow rome patch_6_hotfix_2 All All

Application Servicenow Servicenow rome patch_7 All All

Application Servicenow Servicenow rome patch_7a All All

Application Servicenow Servicenow rome patch_7b All All

Application Servicenow Servicenow rome patch_7_hotfix_1 All All

Application Servicenow Servicenow rome patch_8 All All

Application Servicenow Servicenow rome patch_8_hotfix_1 All All

Application Servicenow Servicenow rome patch_8_hotfix_2 All All

Application Servicenow Servicenow rome patch_9 All All

Application Servicenow Servicenow rome patch_9a All All

Application Servicenow Servicenow rome patch_9b All All

Application Servicenow Servicenow rome patch_9_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_1 All All

Application Servicenow Servicenow san_diego patch_10_hotfix_1 All All
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Application Servicenow Servicenow san_diego patch_10_hotfix_1a All All

Application Servicenow Servicenow san_diego patch_10_hotfix_1b All All

Application Servicenow Servicenow san_diego patch_10_hotfix_2 All All

Application Servicenow Servicenow san_diego patch_10_hotfix_2b All All

Application Servicenow Servicenow san_diego patch_1_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_1_hotfix_1a All All

Application Servicenow Servicenow san_diego patch_1_hotfix_1b All All

Application Servicenow Servicenow san_diego patch_2 All All

Application Servicenow Servicenow san_diego patch_2_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_3 All All

Application Servicenow Servicenow san_diego patch_3_hotfix_1 All All

Application Servicenow Servicenow san_diego patch_3_hotfix_2 All All

Application Servicenow Servicenow san_diego patch_3_hotfix_3 All All

Application Servicenow Servicenow san_diego patch_3_hotfix_4 All All

Application Servicenow Servicenow san_diego patch_4 All All

Application Servicenow Servicenow san_diego patch_4a All All

Application Servicenow Servicenow san_diego patch_4b All All

Application Servicenow Servicenow san_diego patch_5 All All

Application Servicenow Servicenow san_diego patch_6 All All

Application Servicenow Servicenow tokyo - All All

Application Servicenow Servicenow utah - All All

References

Reference

Full Disclosure: ServiceNow Account Takeover to Full Admin Compromise

ServiceNow Insecure Access Control to Full Admin Takeover | Hacker News

ServiceNow Insecure Access Control To Full Admin Takeover | R3zk0n

ServiceNow Insecure Access Control / Full Admin Compromise ≈ Packet Storm

[Security Advisory] CVE-2022-43684 - ACL bypass in Reporting functionality - Global Security Support Center (GSSC) - Now Support Portal

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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