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assamvnacuruuiasceuan — Gertain versions of Superset from Apache contain the following
: vulnerability:

Dashboard rendering does not sufficiently sanitize the content of
markdown components leading to possible XSS attack vectors that can
be performed by authenticated users with create dashboard
permissions. This issue affects Apache Superset version 1.5.2 and
prior versions and version 2.0.0.

CVE-2022-43717 has been assigned by / security@apache.org to track the vulnerability - currently rated as severity.
Affected Vendor/Software: / Apache Software Foundation - Apache Superset version = 2.0.0

Affected Vendor/Software: / Apache Software Foundation - Apache Superset version = 0

| CVSS3 Score: SHEMEDILN)

Attack Attack Privileges User

Vector Complexity Required Interaction
NETWORK LOW

Scope Confidentiality Integrity Availability

Impact Impact Impact

(NONE_
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE

Exploit/POC from Github

Dashboard rendering does not sufficiently sanitize the content of markdown components
leading to possible XSS attack ...

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apache Superset 2.0.0 - All All
Application Apache Superset 2.0.0 rci All All
Application Apache Superset 2.0.0 rc2 All All
Application Apache Superset All All All All

cpe:2.3:a:apache:superset:2.0.0:-:** """

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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