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Summary

CVE CVE-2022-43768

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-04-11 10:15:00 UTC

Updated 2023-05-09 13:15:00 UTC

Description A vulnerability has been identified in SIMATIC CP 1242-7 V2 (All versions), SIMATIC CP 1243-1 (All versions), SIMATIC CP 1243-1 DNP3 (incl. SIPLUS variants) (All versions), SIMATIC CP 1243-1 IEC (incl. SIPLUS variants) (All versions), SIMATIC CP 1243-7 LTE EU (All versions), SIMATIC CP 1243-7 LTE US (All versions), SIMATIC CP 1243-8 IRC (All versions), SIMATIC CP 1542SP-1 (All versions), SIMATIC CP 1542SP-1 IRC (All versions), SIMATIC CP 1543SP-1 (All versions), SIMATIC CP 443-1 (All versions < V3.3), SIMATIC CP 443-1 (All versions < V3.3), SIMATIC CP 443-1 Advanced (All versions < V3.3), SIPLUS ET 200SP CP 1542SP-1 IRC TX RAIL (All versions), SIPLUS ET 200SP CP 1543SP-1 ISEC (All versions), SIPLUS ET 200SP CP 1543SP-1 ISEC TX RAIL (All versions), SIPLUS NET CP 1242-7 V2 (All versions), SIPLUS NET CP 443-1 (All versions < V3.3), SIPLUS NET CP 443-1 Advanced (All versions < V3.3), SIPLUS S7-1200 CP 1243-1 (All versions), SIPLUS S7-1200 CP 1243-1 RAIL (All versions), SIPLUS TIM 1531 IRC (All versions < V2.3.6), TIM 1531 IRC (All versions < V2.3.6). The webserver of the affected products contains a vulnerability that may lead to a denial of service condition. An attacker may cause a denial of service situation of the webserver of the affected product.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Simatic Cp 1242-7 V2 - All All All

Operating System Siemens Simatic Cp 1242-7 V2 Firmware All All All All

Hardware Siemens Simatic Cp 1243-1 - All All All

Hardware Siemens Simatic Cp 1243-1 Dnp3 - All All All

Operating System Siemens Simatic Cp 1243-1 Dnp3 Firmware All All All All

Operating System Siemens Simatic Cp 1243-1 Firmware All All All All

Hardware Siemens Simatic Cp 1243-1 Iec - All All All

Operating System Siemens Simatic Cp 1243-1 Iec Firmware All All All All

Hardware Siemens Simatic Cp 1243-7 Lte Eu - All All All

Operating System Siemens Simatic Cp 1243-7 Lte Eu Firmware All All All All

Hardware Siemens Simatic Cp 1243-7 Lte Us - All All All

Operating System Siemens Simatic Cp 1243-7 Lte Us Firmware All All All All

Hardware Siemens Simatic Cp 1243-8 Irc - All All All

Operating System Siemens Simatic Cp 1243-8 Irc Firmware All All All All

Hardware Siemens Simatic Cp 1542sp-1 - All All All

Operating System Siemens Simatic Cp 1542sp-1 Firmware All All All All

Hardware Siemens Simatic Cp 1542sp-1 Irc - All All All

https://cve.report/
https://cve.report/CVE-2022-43768/mitre
https://cve.report/CVE-2022-43768/nist
https://cve.report/CVE-2022-43768/cve_org
https://cve.report/CVE-2022-43768.pdf
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1242-7_v2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1242-7_v2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-1_dnp3
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-1_dnp3_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-1_iec
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-1_iec_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-7_lte_eu
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-7_lte_eu_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-7_lte_us
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-7_lte_us_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-8_irc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-8_irc_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1542sp-1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1542sp-1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1542sp-1_irc


Hardware Siemens Simatic Cp 1542sp-1 Irc - All All All

Operating System Siemens Simatic Cp 1542sp-1 Irc Firmware All All All All

Hardware Siemens Simatic Cp 1543sp-1 - All All All

Operating System Siemens Simatic Cp 1543sp-1 Firmware All All All All

Hardware Siemens Simatic Cp 443-1 - All All All

Hardware Siemens Simatic Cp 443-1 Advanced - All All All

Operating System Siemens Simatic Cp 443-1 Advanced Firmware All All All All

Operating System Siemens Simatic Cp 443-1 Firmware All All All All

Hardware Siemens Simatic Ipc Diagbase - All All All

Operating System Siemens Simatic Ipc Diagbase Firmware All All All All

Hardware Siemens Simatic Ipc Diagmonitor - All All All

Operating System Siemens Simatic Ipc Diagmonitor Firmware All All All All

Hardware Siemens Siplus Et 200sp Cp 1542sp-1 Irc Tx Rail - All All All

Operating System Siemens Siplus Et 200sp Cp 1542sp-1 Irc Tx Rail Firmware All All All All

Hardware Siemens Siplus Et 200sp Cp 1543sp-1 Isec - All All All

Operating System Siemens Siplus Et 200sp Cp 1543sp-1 Isec Firmware All All All All

Hardware Siemens Siplus Et 200sp Cp 1543sp-1 Isec Tx Rail - All All All

Operating System Siemens Siplus Et 200sp Cp 1543sp-1 Isec Tx Rail Firmware All All All All

Hardware Siemens Siplus Net Cp 1242-7 V2 - All All All

Operating System Siemens Siplus Net Cp 1242-7 V2 Firmware All All All All

Hardware Siemens Siplus Net Cp 443-1 - All All All

Hardware Siemens Siplus Net Cp 443-1 Advanced - All All All

Operating System Siemens Siplus Net Cp 443-1 Advanced Firmware All All All All

Operating System Siemens Siplus Net Cp 443-1 Firmware All All All All

Hardware Siemens Siplus S7-1200 Cp 1243-1 - All All All

Operating System Siemens Siplus S7-1200 Cp 1243-1 Firmware All All All All

Hardware Siemens Siplus S7-1200 Cp 1243-1 Rail - All All All

Operating System Siemens Siplus S7-1200 Cp 1243-1 Rail Firmware All All All All

Hardware Siemens Siplus Tim 1531 Irc - All All All

Operating System Siemens Siplus Tim 1531 Irc Firmware All All All All

Hardware Siemens Tim 1531 Irc - All All All

Operating System Siemens Tim 1531 Irc Firmware All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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