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CVE CVE-2022-43780

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-12 13:15:00 UTC

Updated 2022-12-14 21:28:00 UTC

Description Certain HP ENVY, Officedet, and DeskJet printers may be vulnerable to a Denial of Service attack.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Hp M2u75a - All All All
Operating System Hp M2u75a Firmware All All All All
Hardware Hp M2u76a - All All All
Operating System Hp M2u76a Firmware All All All All
Hardware Hp M2u77a - All All All
Operating System Hp M2u77a Firmware All All All All
Hardware Hp M2u81a - All All All
Operating System Hp M2u81a Firmware All All All All
Hardware Hp M2u81b - All All All
Operating System Hp M2u81b Firmware All All All All
Hardware Hp M2u82a - All All All
Operating System Hp M2u82a Firmware All All All All
Hardware Hp M2u82b - All All All
Operating System Hp M2u82b Firmware All All All All
Hardware Hp M2u84a - All All All
Operating System Hp M2u84a Firmware All All All All
Hardware Hp M2u84b - All All All
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Operating System Hp Z4a60a Firmware All All All All

Hardware Hp Z4abla - All All All

Operating System Hp Z4a61a Firmware All All All All

Hardware Hp Z4ab1b - All All All

Operating System Hp Z4a61b Firmware All All All All

Hardware Hp Z4a69a - All All All

Operating System Hp Z4a69a Firmware All All All All

Hardware Hp Z4a70a - All All All

Operating System Hp Z4a70a Firmware All All All All

Hardware Hp Z4a71a - All All All

Operating System Hp Z4a71a Firmware All All All All

Hardware Hp Z4a73a - All All All

Operating System Hp Z4a73a Firmware All All All All

Hardware Hp Z4a74a - All All All

Operating System Hp Z4a74a Firmware All All All All

Hardware Hp Z4b12a - All All All

Operating System Hp Z4b12a Firmware All All All All

Hardware Hp Z4b13a - All All All

Operating System Hp Z4b13a Firmware All All All All

Hardware Hp Z4b14a - All All All

Operating System Hp Z4b14a Firmware All All All All

Hardware Hp Z4b18a - All All All

Operating System Hp Z4b18a Firmware All All All All

Hardware Hp Z4b27a - All All All

Operating System Hp Z4b27a Firmware All All All All

Hardware Hp Z4b28a - All All All

Operating System Hp Z4b28a Firmware All All All All

Hardware Hp Z4b29a - All All All

Operating System Hp Z4b29a Firmware All All All All

Reference Source Link Tags
Certain HP ENVY, OfficeJet, DeskJet printers - Potential denial of service | HP® Customer Support MISC support.hp.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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