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CVE CVE-2022-4382
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-10 22:15:00 UTC
Updated 2023-01-14 03:53:00 UTC
Description A use-after-free flaw caused by a race among the superblock operations in the gadgetfs Linux driver was found. It could be
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel - All All All

Reference Source Link Tags

oss-security - Re: Linux Kernel: usb: A use-after-free Write in put_dev MISC www.openwall.com

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

182820 Debian Security Update for linux (CVE-2022-4382)

199251 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5970-1)
199254 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-5978-1)
199258 Ubuntu Security Notification for Linux kernel (HWE) Vulnerabilities (USN-5979-1)

199259 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5980-1)
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199260 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5982-1)

199264 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5985-1)

199265 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-5987-1)

199280 Ubuntu Security Notification for Linux kernel (Intel loTG) Vulnerabilities (USN-6004-1)

199289 Ubuntu Security Notification for Linux kernel (BlueField) Vulnerabilities (USN-6020-1)

199295 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6031-1)

199297 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6032-1)

199405 Ubuntu Security Notification for Linux kernel (Xilinx ZyngMP) Vulnerabilities (USN-6151-1)

378710 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0079)

379043 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0136)

753684 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0394-1)

753709 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0433-1)

755900 SUSE Enterprise Linux Security Update for the Linux-RT Kernel (SUSE-SU-2023:0488-1)
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