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Certain versions of Udr-ja1604 from Unimo contain the following
vulnerability:

Improper authentication vulnerability in UDR-JA1604/UDR-
JA1608/UDR-JA1616 firmware versions 71x10.1.107112.43A and
earlier allows a remote authenticated attacker to execute an arbitrary
OS command on the device or alter the device settings.

CVSS3 Score: 8.8 - HIGH

Attack
Vector 

Attack
Complexity

Privileges
Required

User
Interaction

NETWORK LOW LOW NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
Impact

UNCHANGED HIGH HIGH HIGH

CVE References

Description Tags Link

お知らせ｜監視カメラ・防犯カメラのユニモテクノロジー株

式会社

www.unimo.co.jp

text/html

 MISC www.unimo.co.jp/table_notice/index.php?
act=1&resid=1666831567-004418

JVNVU#94514762: Multiple vulnerabilities in UNIMO
Technology digital video recorders

jvn.jp

text/xml

 MISC jvn.jp/en/vu/JVNVU94514762/index.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

CVE-2022-44620 has been assigned by  vultures@jpcert.or.jp to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  UNIMO Technology Co., Ltd - UDR-JA1604/UDR-JA1608/UDR-JA1616 version firmware versions
71x10.1.107112.43A and earlier
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← Previous ID Next ID→

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Unimo Udr-ja1604 - All All All

Operating
System

Unimo Udr-ja1604 Firmware All All All All

Hardware Unimo Udr-ja1608 - All All All

Operating
System

Unimo Udr-ja1608 Firmware All All All All

Hardware Unimo Udr-ja1616 - All All All

Operating
System

Unimo Udr-ja1616 Firmware All All All All

No vendor comments have been submitted for this CVE
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